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Abstract. A general hill-climbing attack algorithm based on Bayesian
adaption is presented. The approach uses the scores provided by the
matcher to adapt a global distribution computed from a development
set of users, to the local speciﬁcities of the client being attacked. The
proposed attack is evaluated on a competitive feature-based signature
veriﬁcation system over the 330 users of the MCYT database. The results show a very high eﬃciency of the hill-climbing algorithm, which
successfully bypassed the system for over 95% of the attacks.

1

Introduction

Due to the advantages that biometric security systems present over traditional
security approaches [1], they are currently being introduced in many applications, including: access control, sensitive data protection, on-line tracking systems, etc. However, in spite of these advantages they are not free from external
attacks which can decrease their level of security. Thus, it is of utmost importance to analyze the vulnerabilities of biometric systems, in order to ﬁnd their
limitations and to develop useful countermeasures for foreseeable attacks.
Attacks on biometric systems can be broadly divided into: i) direct attacks,
which are carried out at the sensor level using synthetic traits (e.g., printed iris
images, gummy ﬁngers); and ii) indirect attacks, which are carried out against
the inner modules of the application and, therefore, the attacker needs to have
some information about the system operation (e.g., matcher used, storage format). Ratha et al. in [2] made a more exhaustive analysis of the vulnerable
points of biometric systems, identifying 8 types of possible attacks. The ﬁrst
point corresponded to direct attacks and the remaining seven were included in
the indirect attacks group.
There are several works that study the robustness of biometric systems, specially ﬁnger- and iris-based, against direct attacks, including [3,4,5]. Some eﬀorts
have also been made in the study of indirect attacks to biometric systems. Most
of these works use some type of variant of the hill-climbing algorithm [6]. Some
examples include an indirect attack to a face-based system in [7], and to a PC
and Match-on-Card minutiae-based ﬁngerprint veriﬁcation systems in [8] and
[9], respectively. These attacks, which belong to types 2 or 4 of the classiﬁcation
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reported by Ratha et al. [2], take advantage of the score given by the matcher
to iteratively change a synthetically created template until the similarity score
exceeds a ﬁxed decision threshold and the access to the system is granted. These
hill-climbing approaches are all highly dependent of the technology used, only
being usable for very speciﬁc type of matchers.
In the present work, a general hill-climbing algorithm based on Bayesian adaptation [10] is presented. The contribution of this new approach lies in the fact
that it can be applied to any system working with ﬁxed length feature vectors.
The proposed attack uses the scores provided by the matcher to adapt a global
distribution computed from a development set of users, to the local speciﬁcities
of the client being attacked. We then present a case study where the attack is
tested on a feature-based signature veriﬁcation system using the 330 subjects
of the MCYT database [11]. In the experiments the attack showed remarkable
performance, being able to bypass over 95% of the accounts attacked for the best
conﬁguration of the algorithm found. Furthermore, the hill-climbing approach
was faster than a brute-force attack in two of the three operating points of the
system evaluated.
The paper is structured as follows. The general hill-climbing algorithm is
described in Sect. 2, while the case study in signature veriﬁcation is reported
in Sect. 3. In Sect. 3.1 we present the attacked system, and the database and
experimental protocol followed are described in Sect 3.2. The results are detailed
in Sect. 3.3. Conclusions are ﬁnally drawn in Sect. 4.

2

Bayesian Hill-Climbing Algorithm

Consider the problem of ﬁnding a K-dimensional vector y which, compared to
an unknown template C (in our case related to a speciﬁc client), produces a
similarity score bigger than a certain threshold δ, according to some matching
function J, i.e.: J(C, y) > δ. The template can be another K-dimensional vector
or a generative model of K-dimensional vectors. Consider a statistical model G
(K-variate Gaussian with mean μG and diagonal covariance matrix ΣG , with
σ 2G = diag(ΣG )), in our case related to a background set of users, overlapping
to some extent with C. Let us assume that we have access to the evaluation of
the matching function J(C, y) for several trials of y. The problem can be solved
by adapting the global distribution G to the local speciﬁcities of template C,
through the following iterative strategy:
1. Take N samples (yi ) of the global distribution G, and compute the similarity
scores J(C, yi ), with i = 1, . . . , N .
2. Select the M points (with M < N ) which have generated higher scores.
3. Compute the local distribution L(μL , σ L ), also K-variate Gaussian, based
on the M selected points.
4. Compute an adapted distribution A(μA , σA ), also K-variate Gaussian,
which trades oﬀ the general knowledge provided by G(μG , σ G ) and the local
information given by L(μL , σ L ). This is achieved by adapting the suﬃcient
statistics as follows:
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μA = αμL + (1 − α)μG

(1)

σ 2A = α(σ 2L + μ2L ) + (1 − α)(σ 2G + μ2G ) − μ2A

(2)

5. Redeﬁne G = A and return to step 1.
In Eq. (1) and (2), μ2 is deﬁned as μ2 = diag(μμT ), and α is an adaptation
coeﬃcient in the range [0,1]. The algorithm ﬁnishes either when one of the N
similarity scores computed in step 2 exceeds the given threshold δ, or when the
maximum number of iterations is reached.
In the above algorithm there are two key concepts not to be confused, namely:
i) number of iterations (nit ), which refers to the number of times that the statistical distribution G is adapted, and ii) number of comparisons (ncomp ), which
denotes the total number of matchings carried out through the algorithm. Both
numbers are related through the parameter N , being ncomp = N · nit .

3
3.1

Case Study: Attacking a Feature-Based On-Line
Signature Verification System
Signature Veriﬁcation System

The proposed Bayesian hill-climbing algorithm is used to attack a feature-based
on-line signature veriﬁcation system. The signatures are parameterized using the
set of features described in [12]. In that work, a set of 100 global features was
proposed, and the individual features were ranked according to their individual
discriminant power. A good operating point for the systems tested was found
when using the ﬁrst 40 parameters. In the present contribution we use this 40feature representation of the signatures, normalizing each of them to the range
[0,1] using the tanh-estimators described in [13]:






pk − μpk
1
+1 ,
(3)
tanh 0.01
pk =
2
σpk


where pk is the k th parameter, pk denotes the normalized parameter, and μpk and
σpk are respectively the estimated mean and standard deviation of the parameter
under consideration.
The similarity scores are computed using the Mahalanobis distance between
the input vector and a statistical model of the attacked client C using a number
of training signatures (5 in our experiments). Thus,
J(C, y) = 

1

1/2 ,
T
(y − μC ) (ΣC )−1 (y − μC )

(4)

where μC and ΣC are the mean vector and covariance matrix obtained from the
training signatures, and y is the 40-feature vector used to attack the system.
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Database and Experimental Protocol

The experiments were carried out on the MCYT signature database [11], comprising 330 users. The database was acquired in 4 diﬀerent sites with 5 timespaced capture sets. Every client was asked to sign 5 times in each set, and to
carry out 5 skilled forgeries of one of his precedent donors, thus capturing a total
25 genuine signatures and 25 skilled forgeries per user.
The database is divided into a training (used to estimate the initial K-variate
distribution G) and a test set (containing the user’s accounts being attacked),
which are afterwards swapped (two-fold cross-validation). The training set initially comprises the genuine signatures of the odd users in the database and the
test set the genuine signatures of the even users. This way, the donors captured
in the 4 sites are homogenously distributed over the two sets.
For each user, ﬁve diﬀerent genuine models are computed using one training
signature from each acquisition set, this way the temporal variability of the
signing process is taken into account. With this approach, a total 330×5 = 1, 650
accounts are attacked (825 in each of the two-fold cross-validation process).
In order to set the threshold δ, where we consider that the attack has been successful, the False Acceptance (FA) and False Rejection (FR) curves of the system are computed. In the case of considering skilled forgeries, each of the 5 estimated models of every user are matched with the remaining 20 genuine signatures (5 × 20 × 330 = 33, 000 genuine scores), while the impostor scores are generated comparing the 5 statistical models to all the 25 skilled forgeries of every
user (5 × 25 × 330 = 41, 250 skilled impostor scores). In the case of random forgeries (i.e., impostors try to access other’s accounts using their own signature), genuine scores are computed as above, while the set of impostor scores is generated
matching the 5 user models with one signature of the remaining donors, making
a total of 5 × 330 × 329 = 542, 850 random impostor scores. The FA and FR
curves both for skilled (left) and random (right) forgeries are depicted in Fig. 1,
together with three diﬀerent realistic operating points used in the attacks experiments(FR=20%, FR=30%, and FR=40%). The similarity scores were normalized
following the criterion described in Eq. (3).

100

100

FR (in %)
FA (in %)

90
80

80

70

70

60

60

50

50

40

40

30

30

20

20

10
0

FR (in %)
FA (in %)

90

10

0.2

0.3

0.4

0.5
0.6
0.7
Normalized scores

0.8

0.9

0

0.1

0.2

0.3

0.4
0.5
0.6
0.7
Normalized scores

0.8

0.9

Fig. 1. FA and FR curves for skilled (left) and random (right) forgeries
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Table 1. Success rate (in %) of the hill-climbing attack for increasing values of N
(number of sampled points) and M (best ranked points). The maximum number of
iterations allowed is given in brackets. The success rate (in %) appears in plain text,
while the average number of iterations needed to break an account appears in bold.

10
(2500)
3
5
M

10
25
50
100

3.3

25
(1000)

5.03
68.18
24,082 11,292
2.72
71.27
24,404 10,713
38.18
17,598

N
50
(500)

100
(250)

200
(125)

78.78
86.78
84.00
9,725 10,611 14,406
85.57
92.00
91.09
7,957 8,752 12,587
84.18
92.78
92.06
8,609 8,602 12,261
41.33
89.57
91.63
17,972 10,857 13,633
51.45
83.15
18,909 16,660
39.39
22,502

Results

The goal of the experiments is to study the eﬀect of varying the three parameters of the algorithm (N , M , and α), on the number of broken accounts, while
minimizing the average number of comparisons (ncomp ) needed to reach the ﬁxed
threshold δ. As described in Sect. 2, the above mentioned parameters denote: N
the number of sampled points of the adapted distribution at a given iteration,
M the number of top ranked samples used at each iteration to adapt the global
distribution, and α is an adaptation coeﬃcient.
Although the proposed hill-climbing algorithm and a brute-force attack are
not fully comparable (for example, the resources required diﬀer greatly as an
eﬃcient brute-force attack needs a database of thousands of signatures), in the
experiments we compare ncomp with the number of matchings necessary for a
successful brute-force attack at the operating point under consideration.
Analysis of N and M (sampled and retained points). For the initial evaluation of the algorithm, a point of [FR=30%, FA=0.01%] for random forgeries
was ﬁxed. This FA implies that an eventual brute-force attack would be successful, in average, after 10,000 comparisons. Given this threshold, the algorithm was
executed for diﬀerent values of N and M (ﬁxing α = 0.5) and results are given
in Table 1. The maximum number of iterations (nit ) allowed for the algorithm
appears in brackets. This value changes according to N in order to maintain
constant the maximum number of comparisons permitted (ncomp = N · nit ). In
plain text we show the success rate of the attack (in % over the total 1,650 accounts tested), while the average number of comparisons needed for a successful
attack is represented in bold.
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Fig. 2. Impact of α (adaptation coeﬃcient) on the average number of comparisons
needed for a successful attack (left), and on the success rate (right)

An analysis of the results given in Table 1 shows that for N  M , the
points selected to estimate the local distribution are too speciﬁc and thus, the
success rate of the attacks degrades slightly with respect to the best trade-oﬀ
combination (N ≈ M ). On the other hand, if N  M , the local distribution
computed is too general, and the attack success rate is signiﬁcantly reduced.
The same eﬀect is observed for the average number of comparisons (ncomp ).
In this case, two good conﬁgurations of the parameters [N ,M ] can be extracted
from Table 1, namely: i) [50,5], and ii) [100,10]. For these two points, the number
of accounts broken is close to the total attacked, 85.57% and 92.78% respectively,
while ncomp reaches a minimum (7,957 and 8,602, respectively) which is lower
than the expected number of matchings required for a successful brute-force
attack based on random forgeries (10,000 in average).
Analysis of α (adaptation coeﬃcient). For the two best conﬁgurations
found, the eﬀect of varying α on the performance of the attack is studied sweeping its value from 0 (only the global distribution G is taken into account), to
1 (only the local distribution L aﬀects the adaptation stage). The results are
depicted in Fig. 2 where we show the evolution of ncomp (left), and the success
rate (right), for increasing values of α and for the two conﬁgurations mentioned
above.
It can be observed that for the point [50,5], the maximum number of accounts
broken, and the minimum number of comparisons needed is reached for α = 0.4
and both (maximum and minimum) are respectively greater and lower than those
achieved with the values [100,10]. Thus, the best conﬁguration of our algorithm is
obtained for the values [N ,M ,α]=[50,5,0.4], which leads to 1,594 broken accounts
(out of the 1,650 tested), and an average number of comparisons for a successful
attack of 6,076, which represents almost half of the attempts required by a bruteforce attack based on random forgeries. This value of α indicates that, for the
best performance of the attack, the global and local distributions should be given
approximately the same importance.

392

J. Galbally, J. Fierrez, and J. Ortega-Garcia

Table 2. Results of the proposed algorithm for diﬀerent points of operation considering
random and skilled forgeries for the best conﬁguration of the proposed attack (N =50,
M =5, α = 0.4). The success rate is given in plain text (over a total 1,650), and ncomp
in bold. The average number of matchings needed for a successful brute-force attack
(nbf ) is also given for reference, together with the FA rate in brackets.

FR=20

Points of operation (in %)
FR=30
FR=40

Success rate (in %)
98.12
96.60
94.90
ncomp
5,712
6,076
6,475
nbf (random)
2,000 (FA=0.05) 10,000 (FA=0.01) 40,000 (FA=0.0025)
nbf (skilled)
70 (FA=1.42)
180 (FA=0.55)
475 (FA=0.21)

Analysis of diﬀerent operating points. Using the best conﬁguration found,
the algorithm was evaluated in two additional operating points of the system,
namely (random forgeries): i) FR=20%, FA=0.05% (which implies a 2,000 attempt random brute-force attack), and ii) FR=40%, FA=0.0025%, where a random brute-force attack would need in average 40,000 matches before gaining
access to the system. Results are given in Table 2 where the success rate over
the total 1,650 accounts appears in plain text , and the average number of comparisons required by the bayesian hill-climbing attack in bold.
Smaller values of the FA rate imply a bigger value of the threshold δ to be
reached by the algorithm, which causes a rise in the average number of iterations
required for a successful attack. Compared to brute-force attacks, this increase
of the number of iterations is signiﬁcantly lower, which entails that the hillclimbing algorithm is clearly better than brute-force for FR rates over 25% and
less eﬀective for smaller values of the FR rate. Even though for some operating
points the attacking strategy described in the present contribution is slower than
a brute-force attack, it has to be emphasized that this latter approach would
require, for instance in FR=20%, a database of 2,000 diﬀerent signatures, which
is not straightforward.
As described in Sect. 3.2 the genuine scores for the skilled forgeries case are
computed the same way as in the random approach, therefore the FR rates
remain unaltered. This means that the threshold δ to be reached by the hillclimbing algorithm is the same in both cases (comparing the proposed hillclimbing to either random or skilled brute-force attack), thus, the performance
measures (success rate and number of comparisons ncomp ) do not change. Only
the FA values have to be recomputed and, as a result, the number of comparisons required by a successful skilled brute-force attack also change, being in the
skilled forgery case: 70 for FR=20%, 180 for FR=30%, and 475 for FR=40%.
These are signiﬁcantly smaller than the average number of iterations needed by
the hill-climbing algorithm, however, it has to be taken into account that in this
case, for instance in FR=30%, we would need 180 diﬀerent skilled forgeries of
the same signer to access the system.
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Fig. 3. Example execution of a successful attack, showing a sample signature of the
attacked model (top left), evolution of the best score through the iterations (top right)
with the threshold δ marked with a dashed line, and progress of the adapted distribution
for the ﬁrst two parameters (bottom left) and for the third and fourth parameters
(bottom right). Lighter gray denotes a previous iteration, and the dashed ellipse the
target model.

Graphical examples. Two example executions of the attack, at the FR=30%
operating point and using the best algorithm conﬁguration (N =50, M =5, α=0.4),
are shown in Fig. 3 (successful attack) and Fig. 4 (unsuccessful attack).
In Fig. 3 a signature which was successfully attacked in very few iterations
(57), is depicted. The evolution of the best similarity score through all the iterations is shown in the top right plot, where we can see how the threshold δ
(dashed line) is quickly reached. In the bottom row we show the evolution followed by the two dimensional Gaussian distributions of the ﬁrst two parameters
(left), and of the parameters 3 and 4 (right). A lighter color denotes a previous iteration (corresponding to the highlighted points of the top right plot) and
the dashed ellipse is the target distribution of the attacked model. It can be
observed that the adapted distribution rapidly converges towards the objective
model.
A sample signature of one of the few models which was not bypassed with
the proposed algorithm is given in Fig. 4. The curves depicted are analog to the
those plotted in Fig 3. The curves in the bottom row are zoomed versions of
the squares shown in the pictures above, in order to show how in this case the
adapted distribution does not converge towards the target model (dashed).
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Fig. 4. Example execution of an unsuccessful attack. The images shown are analogue
to those reported in Fig. 3. The bottom pictures are enlarged versions of the squares
depicted in the above images.

4

Conclusions

A hill-climbing attack algorithm based on Bayesian adaptation was presented
and evaluated on a feature-based signature veriﬁcation system over a database
of 330 users. The experiments showed a very high eﬃciency of the hill-climbing
algorithm, reaching a success rate for the attacks of over 95% for the best algorithm conﬁguration found.
The performance of the hill-climbing attack was directly compared to that of
a brute-force attack. The algorithm described in the present contribution needed
less number of matchings than the brute-force approach in two out of the three
operating points evaluated when considering random forgeries. Worth noting
that the resources required by both approaches are not comparable. In order
to perform an eﬃcient brute-force attack, the attacker must have a database of
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more than a thousand real diﬀerent templates, while the hill-climbing approach
does not need real templates to be successful.
It has to be emphasized that the proposed algorithm is not thought for a
speciﬁc matching strategy, and can be applied for the evaluation of the vulnerabilities of any biometric system based on ﬁxed length templates.
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