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Abstract
The performance of an automatic hand geometry authentication system relies heavily on the quality of the
captured hand images. Factors related to the acquisition device (e.g. dirty scanner surface) or the usersensor interaction process (e.g. hand positioning) can
degrade the quality of the acquired sample. Therefore,
upon capture of a hand sample it is important to assess its validity. In this paper, an invalid sample detection module based on geometric constraints is presented. The experimental setup consists of a hand geometry verification system tested in two different acquisition scenarios: BiosecurID (400 users, scanner) and
Biosecure (210 users, camera). Results confirm a noticeable improvement in the system performance as the
fraction of invalid samples rejected increases. In particular, discarding about 5 percent of the images in BiosecurID produces an improvement from 2.8 % EER to 0.1
% EER.
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Figure 1. Examples of Invalid Images

1. Introduction
Personal authentication in our highly inter-connected
information society is becoming a crucial issue. Biometrics involves identifying an individual based on his
physiological or behavioral traits (fingerprint, signature,
iris, hand geometry, etc.) and provides more security
and convenience than traditional authentication methods which rely in what you know (such as a password)
or what you have (such as an ID card) [3].
For many access control applications, in which user
acceptability is a significant factor, fingerprint and iris
may not be acceptable for the sake of protecting an individual’s privacy. In such situations, hand identification
systems, characterized by their non-intrusive data collection, play an important role.

Two kinds of biometric indicators can be extracted
from hand images: palm-print features (principal lines,
wrinkles, minutiae, etc.) and hand geometry features
(e.g. length and width of fingers). We concentrate our
efforts in the second ones due to their simplicity. Many
different hand geometry recognition systems have been
considered in the literature [6, 7, 5]. For example, in [6]
a hand recognition system is presented based on various fingers widths, heights, deviations and angles. The
work described in [7] treats the fingers individually by
rotating and separating them from the hand. Oden et
al. [5] used the finger shapes represented with fourth
degree implicit polynomials.
Hand images are usually obtained using a scanner
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Figure 2. Hand Verification System Architecture
or a camera. In the first case, the scanned images may
present some noise due to humidity in the scanner surface (due to wet hands), light reflexes, finger deformation (excessive user pressure on the surface), etc. In
camera captured images, the main problem come from
the hand shadow over the background due to the light.
These conditions, in turn, affect the quality of the acquired hand images (see Fig. 1). Poor sample quality increases the system’s false reject rate (FRR), and thereby
decreases the true accept rate (TAR). These errors keep
authorized people from accessing information or facilities. Therefore, in non-supervised acquisition systems
is desirable to detect invalid samples in order to request
new valid information.
The typical architecture of an automatic hand verification system is depicted in Fig. 2. As mentioned before, the present work is focused on hand geometry. In
particular, the problem of invalid samples detection on
hand geometry verification systems is studied. An analysis of the geometric proportions present in the hand
is performed for a large population in order to define
some constraints anatomically valid. The resulting constraints are checked, for an input image, to determine its
validity. The rest of the paper is structured as follows.
In section 2 we summarize the main concepts when operating with invalid samples in biometric systems. Section 3 explains the geometric constraints that are used in
the validity detection stage. The experimental setup and
results obtained are explained in sections 4 and 5, respectively. Finally, conclusions are drawn in section 6,
together with future work.

2. Operating with invalid samples in biometric systems
Poor data quality is responsible for many or even
most matching errors in biometric systems and may be
the greatest weakness of some implementations. The
impact of poor quality data can be reduced in various
ways, many of which depend on effective methods of
automated data quality measurement. Based on the assessed quality, we can invoke different processing algorithms, or we can reject the acquired signal. In this
case, we should have defined an exception procedure
for users whose samples are rejected by the quality assessment algorithm. Next we describe three operational
procedures for dealing with low quality images.
• Reacquisition: To improve the quality of the final
captured sample it is possible to acquire as many
samples as are needed to satisfy a validity criteria. However, a persistent recapture loop may discomfort the user so the typical implementation is
an “up to three attempts” policy. This depends on
the application constraints, which may require to
process the first acquired sample regardless of the
quality. To avoid reacquisition, some systems select the best signal in a stream captured while the
user is interacting with the sensor.
• Quality based processing: Quality measurement
algorithms can be used to adapt the system’s processes accordingly. In the preprocessing phase, an
identification system detects the quality and tries
to enhance the image and extract features more robust to the kind of degradation that the biometric
signal is suffering. Depending on the quality of
acquired templates, we can use different matching
algorithms or adjust the decision threshold to give
more weight to high quality features.
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Figure 3. Example of an Invalid Sample
Figure 4. Feature Set
• Invoke human intervention: The last option for
systems which do not incorporate quality processing, is to invoke human intervention for an alternative recognition procedure.
In this work, we only distinguish among high quality or low quality images, discarding the latter ones. As
we will see in the experiments, there always exists a
trade off between the system error rate and the number
of samples rejected. If we want to reduce the EER, we
must be more restrictive in the quality of the images so
we must discard a higher number of samples. Depending on the application, the main restriction would be to
minimize EER, user rejection rate or to have a trade off
between the two variables. For example, in low security applications, a higher error can be tolerated so we
can reduce the rejection rate in order to reduce the user
inconvenience.

fact, every ratio can be modeled by a Gaussian function
with mean μ and typical deviation σ.

3.1. Geometric measurements
Our main problem are artifacts between the fingers
in the input image that produce a contour similar to a
sample with no artifacts, as shown in the example of
Fig. 3. For this reason, we define three finger lengths
ratios which can help us to decide when the actual hand
proportions are not anatomically correct (see Fig. 4):
• r1 = L3/L4
• r2 = L2/L3
• r3 = L2/L1

3.2. Detection of the invalid samples

3. Definition of the geometric constraints
Due to problems in the acquisition stage, low quality images could be obtained. For example, a typical
problem is the presence of humidity in the scanner surface (see Fig. 3a). Because of this, the contour extracted from the input image will not represent correctly
the user hand (see Fig. 3b). Our approach is to detect
this kind of images looking at the ratios between finger
lengths. In general, the human body maintains some
proportions (i.e. the length of the hand is approximately
one-tenth of a man’s height). Experimentally, we have
measured the ratios between various couples of finger
lengths in a large collection of samples and we have observed that these ratios are nearly constant. Due to this

Suppose we have calculated, the parameters μ and σ
that model every of the ratios r1 to r3 explained in the
previous section. For an input image, we examine its
feature vector and calculate its finger length ratios. If
every ratio is inside the range [μ − kσ, μ + kσ], where
k is a tuneable parameter, the actual sample is accepted.
Otherwise, we consider that the sample is invalid and
one of the procedures explained in Sect. 2 should be
invoked.

4. Experimental setup
The hand subsets of two multimodal biometric
databases BiosecurID [2] and Biosecure [4] are used

Figure 5. System Description
two sessions (8 per user) are used to compute the user
models only for the right hands.
Scenario 2: Biosecure. This database is made up by
210 users, 2 sessions and 4 images per session. In this
case, color images are captured using a camera and,
due to non-uniform background, color segmentation
techniques are applied. A user model is constructed
with the 4 hand samples of the first session. Some
examples of images are shown in Fig. 6 (bottom).

Figure 6. Examples of Valid Images. Top:
BiosecurID database, Bottom: Biosecure
database

Impostor scores are obtained by comparing the user
model to one hand sample (the first one available from
the sessions not used for extracting the user model) of
all the remaining users. Genuine scores are computed
by comparing the last available samples of a user with
its own model.
The experiments are structured as follows: first, a
statistical characterization of the geometric constraints
is performed over the BiosecurID database. Next, the
evolution of verification performance as the fraction of
samples rejected varies is studied in both scenarios.

4.1. System description
for experiments. Our own hand geometry authentication system [1] is tested over these two different scenarios.
Scenario 1: BiosecurID. This database comprises a
total of 12,800 different hand images from 400 users ×
2 hands × 4 sessions × 4 samples. Color images are acquired using a desktop scanner (see Fig. 6 (top) for examples). For simplicity, before preprocessing, images
are converted to gray scale. The samples from the first

The global architecture of our system is shown in
Fig. 5. The first step is a hand boundary extraction module, from which the hand silhouette is obtained. The
radial distance from a fixed reference point is then computed for the silhouette to find, for all fingers, their valleys and tips coordinates. Then, some distance-based
measures considering these reference points are calculated to conform the feature vector representation of
the hands. The set of characteristics used in the system implementation is detailed in [1] and summarized
in Fig. 4. Finally, given test and enrolled hands, the

Figure 7. BiosecurID and Biosecure Results
Sect. 3.2). Overall system performances are reported by
means of DET plots.

Table 1. Parameters of the characterization model.
Geometric measurement

μ

σ

r1
r2
r3

1.2894
1.0676
1.1103

0.0564
0.0256
0.0349

5.1. Characterization of the geometric constraints

matching is based on a distance measure between their
feature vectors.

5. Results
In the following sections we first explain how we
have modeled the geometric constraints. Next, we study
the system performance for different validity ranges defined by the formula
−kσ < ri > kσ

(1)

for i = 1, 2, 3 where ri are the ratios explained in
Sect. 3.1 and k controls the acceptance range width (see

The parameters that model the geometric constraints
should preferably be extracted from well segmented images. Consequently, the samples involved in the lowest
genuine scores (our system is based on a dissimilarity
measure so lower genuine scores correspond to higher
similarity between users) are selected for this purpose.
For every image, the three ratios described in Sect. 3.1
are measured and, finally, the mean and standard deviation of each ratio is obtained. Table 1 shows the result.

5.2. Performance evaluation
In Fig. 7 (left) the verification performance, in both
scenarios, using different configurations is plotted. It
can be observed that, in both scenarios, the performance
increases as more invalid samples are discarded. While
in BiosecurID the system error rate can be reduced from
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Figure 8. Example of trade off between error and reject

3% to 0.15%, in Biosecure the performance improvement is less significant (from 22% to 8%). In Fig. 7
(right) we show the EER as we reject users with an increasing number of invalid samples. For BiosecurID
(Fig. 7b), we can observe that the most harmful invalid
samples are concentrated in only two or three users and
when these users are rejected the EER improves from
2.8% to 0.2%. On the other hand, Fig. 7d shows that,
in the second scenario, most of the users have samples
that not satisfy our validity criterion because to reduce
the error a 50%, at least it is necessary to reject 20%
of the users. This may be due to the non-uniform background which makes difficult the image segmentation in
the second case. Also, the big difference in performance
observed between the two scenarios (Fig. 7a vs. Fig. 7c)
could be a consequence of the same factor. These results demonstrates the utility of the validity detection
module.
Considering a practical application, where the system
performance may be as important as the user convenience, the parameter k can be adjusted to trade off the
EER and the fraction of samples rejected. For example,
Fig. 8 shows the optimal k for the BiosecurID database
that maximizes the function
1
(2)
f=
EER × Reject
where EER is the Equal Error Rate and Reject is the
fraction of samples rejected. In this example, the optimum combination is achieved for k = 3.7 producing an
EER of 0.16% and a Reject rate of 2.25%.

6. Conclusions
The problem of detecting invalid samples in hand geometry verification systems has been studied. Perfor-

mance experiments have been conducted on two different scenarios (scanned-based BiosecurID and camerabased Biosecure). In both cases, it is observed a significant performance improvement when detecting and
discarding invalid samples. However, while in the first
scenario 0.5% of the users concentrate the invalid samples, in the second one the invalid samples are more
equally distributed. The validity detection module proposed has a tuneable parameter (k) that controls the
EER at the cost of increasing/decreasing the user rejection rate. Future work includes the study of quantitative
quality measures in order to add quality-based processing in hand geometry verification systems.
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