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Abstract—A new vulnerability prediction scheme for direct
attacks to iris recognition systems is presented. The objective
of the novel technique, based on a 22 quality related parameterization, is to discriminate beforehand between real samples
which are easy to spoof and those more resistant to this type of
threat. The system is tested on a database comprising over 1,600
real and fake iris images proving to have a high discriminative
power reaching an overall rate of 84% correctly classified real
samples for the dataset considered. Furthermore, the detection
method presented has the added advantage of needing just one
iris image (the same used for verification) to decide its degree
of robustness against spoofing attacks.
Keywords-Security; Vulnerability; Iris recognition; Quality
assessment;

I. I NTRODUCTION
Due to the fact that biometrics [1], as an automatic means
of human recognition, constitutes a relatively novel field of
research, most efforts undertaken by the different parties
involved in the development of this technology (researchers,
industry, evaluators, etc.) have been mainly (but not exclusively) directed to the improvement of its performance [2].
This has left partially uncovered other important aspects
involved in the complex biometric recognition problem.
In particular, it has not been until recently when biometric
security assessment has emerged in the biometric community
as a primary field of research, as a consequence of the
concern arisen after the classification of the vulnerability
points presented in [3], and the different efficient attacking
algorithms developed in order to compromise the security
level given by biometric applications [4], [5].
These vulnerability studies have helped to improve the
biometric technology by making public certain flaws and
by encouraging the industry and researchers to look for
solutions to the different threats [6], [7]. This way, the level
of security and the convenience offered to the final user are
increased.
External attacks which may compromise the security of
biometric systems are commonly divided into two different
groups, namely: i) direct attacks, carried out against the
sensor using synthetic traits, such as printed iris images or
gummy fingers [8], [9]; and ii) indirect attacks, carried out
against one of the inner modules of the system [10], [11],
and thus requiring some knowledge about the inner working

of the system. In 2001, Ratha et al. made a more detailed
analysis of the vulnerable points of biometric systems in
[12], where 8 possible points of attack are identified. In
Fig. 1, a generic iris recognition system is depicted, together
with these 8 points of attack, where point 1 corresponds to
the direct attacks, and the remaining seven points to the
indirect attacks.
Within the studied vulnerabilities, special attention has
been paid to direct attacks as they present the advantage over
the indirect type of requiring less information about the system (e.g., features used, template format). Furthermore, as
they are carried out outside the digital domain these attacks
are more difficult to be detected as the digital protection
mechanisms (e.g., digital signature, watermarking) are not
valid to prevent them.
One of the main conclusions that may be drawn from previous studies on the security evaluation of biometric systems
to direct attacks, is that not all biometric samples are equally
robust to spoofing strategies, and that this resistance level
is many times related to the biometric quality of the image
[13]. Thus, it would be desirable in a biometric system to be
able to detect beforehand those samples which are specially
easy to be compromised with these spoofing techniques in
order to adopt the necessary protection mechanisms (e.g.,
sample recapture, liveness detection methods, challengeresponse approaches) which guarantee the same security
level for all the users.
In the present work we concentrate our efforts in studying
direct attacks against iris-based verification systems. In
particular, we explore the potential of quality assessment
(already considered in the literature for multimodal fusion
[14], or score rejection [15]) to predict the level of robustness
of a given iris sample against an eventual direct attack
carried out with high quality printed images.
As state-of-the-art system for our study, we use a modified
version of the Libor-Masek implementation [16], which is
widely used in many iris related publications. Regarding
the database used for our study, a new iris database has
been created using iris images from 50 users of the BioSec
baseline database [17]. The fake iris samples are obtained by
acquiring high quality printed images with the LG IrisAccess
EOU3000 sensor. The final dataset used in the experiments
comprises 50 users × 2 eyes × 4 images × 2 sessions =
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Figure 1.

Architecture of an automated iris verification system. Possible attack points are numbered from 1 to 8.
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General diagram of the vulnerability prediction system presented in this work.

800 fake iris samples, and its corresponding real images.
The rest of the paper is structured as follows. A review
of previous studies regarding the vulnerability of iris recognition systems to direct attacks is given in Sect. II. Sect. III
describes the quality based method we have developed to
predict the vulnerability degree of a certain iris sample. In
Sect. IV the database and protocol used in the experiments
is presented, and results are given in Sect. V. Conclusions
are finally drawn in Sect. VI.
II. R ELATED W ORKS
One of the first efforts in the vulnerabilities study of iris
verification systems to direct attacks was carried out in [5].
In that work an iris image of a legitimate user was printed
with a high resolution inkjet printer to fraudulently access
the system. The trick was only successful if the pupil in the
image was cut out and the eye of the impostor placed behind
the paper to give the impression to the system of a real eye.
Only one commercial system was tested in the experiments
showing high vulnerability to this type of attacks. It not only
permitted the access with the fake iris, but also allowed the
attacker to log on to the system using the iris picture.
Similar experiments in iris spoofing were described in
[27]. Three different iris verification systems were tested,
two portable and a hard-core device for gate control. Two
different devices were used in the experiments to acquire

the images for the fake irises, the camera embedded in the
IrisPass-h system and a digital microscope with infrared
lighting. As explained in Thalheim’s experiments [5], the
images were then printed using a high resolution inkjet
printer and the pupil removed from the picture in order to
place the impostor’s eye behind the fake iris. All the systems
tested were bypassed using the images captured with both
acquisition devices.
Other works reporting iris spoofing have been published
using again simple quality iris images [8], [28], printed
contact lenses [7], [29], or even sophisticated multilayered
3D artificial irises [30].
III. V ULNERABILITY P REDICTION S YSTEM
The problem of iris vulnerability prediction to direct
attacks can be seen as a two-class classification problem
where a real iris image has to be assigned to one of two
classes: easy or difficult to spoof. The key point of the
process is to find a set of discriminant features which permits
to build an appropriate classifier which gives the probability
of the image vulnerability given the extracted set of features.
In the present work we propose a novel prediction system
based on quality related measures.
A general diagram of prediction system presented in this
work is shown in Fig. 2. Just one input is given to the
system: the iris image to be classified (the same one used

Class
Focus
Motion
Occlusion
Others

Features
IQF1 [18], IQF4 [19], IQF15 [20], IQF16 [18]
IQF2 [18], IQF5 [21], IQF18 [22], IQF20 [23]
IQF3 [18], IQF6-12 [24], IQF17 [25], IQF19 [23], IQF21 [26]
IQF13 [20], IQF14 [20], IQF22 [26]
Table I
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for verification). In the first step the iris is segmented from
the background, for this purpose, a circular Hough transform
is used in order to detect the iris and pupil boundaries as
proposed in [8]. Once the useful information of the total
image has been separated, twenty-two different quality measures are extracted which will serve as the feature vector that
will be used in the classification. Prior to the classification
step (where a standard quadratic classifier fitting the training
data with multivariate normal densities has been used), the
best performing features are selected using the Sequential
Floating Feature Selection (SFFS) algorithm [31]. Once the
final feature vector has been generated the iris is classified
as easy/hard to spoof.
The parameterization used in the present work and applied
to vulnerability detection was proposed in [32] for liveness
detection and comprises twenty-two quality-based features
adapted from different parameters described in the literature
which measure one of the following properties:
•

•

•

•

Focus. Intuitively, an image with good focus is a sharp
image. Thus, defocus primarily attenuates high spatial
frequencies, which means that almost all features estimating this property perform some measure of the
high frequency content in the overall image or in the
segmented iris region.
Motion. This type of features try to estimate the image
blur caused by motion (of the iris or of the sensor).
The effect of motion is generally reflected on the
directionality of the image, thus, these estimators are
usually based on the computation of the preponderant
directions within a given iris sample.
Occlusion. These features try to detect those areas of
the iris which are occluded by some external element
such as the eyelids or the eyelashes. In this case
different heterogeneous schemes have been proposed in
the literature studying in general local characteristics of
the iris image.
Other features. In this category are included all those
features measuring some different iris characteristic to
those considered in the previous classes. In particular,
the two quality indicators taken into account here will
be the contrast (features IQF13 and IQF14) and the
pupil dilation (feature IQF22).

A summary of the different quality features used in this
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work and the characteristic that they measure (i.e., class to
which they may be assigned) is given in Table I together
with the reference to the original work where they were
first proposed.
IV. I RIS V ERIFICATION S YSTEM AND DATABASES
The vulnerability experiments are carried out on a modified version of the iris recognition system developed by L.
Masek 1 [16], which is widely used in many iris related
publications. As depicted in Fig. 1, the system comprises
four different steps:
• Segmentation: the method proposed in [8] is followed:
the system uses a circular Hough transform in order to
detect the iris and pupil boundaries, which are modelled
as two circles.
• Normalization: a technique based on Daugman’s rubber sheet model [19] is used, mapping the segmented
iris region into a 2D array.
• Feature encoding: the normalized iris pattern is convolved with 1D Log-Gabor wavelets. The encoding
process produces a binary template of 20×480 = 9, 600
bits and a corresponding noise mask that represents the
eyelids areas.
• Matching: the inverse of the Hamming distance is used
for matching. It is modified so that it incorporates
the noise mask, using only the significant bits. A
number of Hamming distance values are calculated
from successive shifts [19], correcting this way for
misalignments in the normalized iris pattern caused by
rotational differences during imaging, being the lowest
value finally taken.
For the experiments, the images that were not successfully
segmented by the recognition system (3.04% of the 1,600
images available) were segmented manually, allowing us this
way to use all of the available dataset. Furthermore, by doing
this manual aided segmentation the system performance is
optimistically biased and therefore harder to attack than in
a practical situation (where the segmentation would be fully
automatic).
In order to avoid biased results, two totally different
datasets are used in the experiments:
1 The
source
can
be
freely
downloaded
www.csse.uwa.edu.au/p̃k/studentprojects/libor/sourcecode.html

from

Real

Fake

Figure 3.

•

•

Typical real iris images and their corresponding fake samples that may be found in the database used in the experiments.

Performance Evaluation: Biosecure DS2 [33]. The
iris subcorpus included in the Desktop Dataset of the
BioSecure multimodal database [33] comprises four
grey-scale images per eye from 210 users captured in
two different sessions (two samples per session) and
all captured with the Iris Access EOU3000 sensor from
LG.
This dataset is used to evaluate the performance of
the iris verification system in order to set the threshold which separates easy to spoof real irises (those
that produce scores higher than that threshold when
compared to artificial iris images), from hard to spoof
real samples (the generated scores when attacked with
fake samples are lower than the threshold). Finally, the
decision threshold was set to that corresponding to an
operating point of FAR=0.01%, which represents a high
security application according to [34].
Security Evaluation: FakeIris DB [8]. This dataset
comprises real and fake iris images of 50 users of the
BioSec baseline database [17]. The fake samples were
acquired following a three step process [8]: i) first
original images were processed to improve the final
quality of the fake irises, ii) then they were printed
using a high-quality commercial printer, and last iii)
the printed images were presented to the iris sensor in
order to obtain the fake image.
The fake iris database follows the same structure as
the original BioSec database, therefore, the data used
in the experiments comprises 50 users × 2 eyes × 4
images × 2 sessions = 800 fake iris images and its
corresponding original samples. The acquisition of both
real and fake samples was carried out using the LG
IrisAccess EOU3000 sensor. In Fig. 3 we show some
typical real and fake iris images that may be found in
the dataset.
The real images of this database are classified into
easy/hard to spoof samples according to the threshold
computed using the iris subcorpus in Biosecure DS2. In
order to perform this classification, the four fake images

of a real iris are matched against their corresponding
real sample. Then, the mean of the four scores is
computed. If the averaged score is higher than the given
threshold the real iris sample is assigned to the easy to
spoof class, and to the hard to spoof class otherwise.
This process leads to a 104/696 distribution of the real
samples for the two classes: easy/hard to spoof.
For the vulnerability prediction experiments, the real
samples in the database are divided into a training
set (comprising 348 vulnerable images and 52 robust
samples) where the feature selection process and the
classifier training are performed, and a totally independent test set (with the remaining 348 vulnerable and
52 robust images) to evaluate the performance of the
proposed vulnerability detection approach.
V. R ESULTS
The first step in the experiments is to parameterize all the
real images in the FakeIris DB according to the 22 feature
set described in Sect. III. Once the parameterization has
been completed the feature selection process is applied to the
training set in order to find the optimal feature subsets for
vulnerability prediction. For this purpose the classification
performance of each of the optimal subsets is computed
on the training set in terms of the Average Classification
Error which is defined as ACE = (FVR + FRR)/2, where
the FVR (False Vulnerable Rate) represents the percentage
of robust (i.e., hard to spoof) fingerprints misclassified as
vulnerable (i.e., easy to spoof), and the FRR (False Robust
Rate) computes the percentage of vulnerable fingerprints
assigned to the robust class.
Once the optimal subsets have been found and evaluated
using the train set, their performance is finally assessed
on the test set (which has no overlap with the training
samples) in order to obtain totally unbiased results about
the discriminant capabilities of the system. In Table II we
summarize the results obtained in the classification process.
For clarity, only the best feature subsets in the training phase
are given. The performance results shown correspond to the
classification threshold where FVR=FRR=ACE.

# features

1

2

3

Feature Subset
IQF6
IQF13
IQF14
IQF17
IQF18
IQF20
IQF20 + IQF5
IQF20 + IQF14
IQF20 + IQF17
IQF20 + IQF18
IQF20 + IQF19
IQF20 + IQF22
IQF20 + IQF18 + IQF4
IQF20 + IQF18 + IQF5
IQF20 + IQF18 + IQF14
IQF20 + IQF18 + IQF17

Class
Occlusion
Contrast
Contrast
Occlusion
Motion
Motion
Motion + motion
Motion + contrast
Motion + occlusion
Motion + motion
Motion + occlusion
Motion + dilation
Mot. + mot. + focus
Mot. + mot. + motion
Mot. + mot. + contrast
Mot. + mot. + occlusion

ACEtrain (%)
49.65
49.54
37.97
39.97
40.11
32.86
31.15
33.62
34.26
25.26
29.78
33.63
24.31
13.96
26.51
23.01

ACEtest (%)
44.81
43.84
43.98
37.32
44.54
51.38
37.51
38.42
36.81
30.05
31.14
34.92
30.11
16.02
31.28
35.75

Table II
C LASSIFICATION RESULTS FOR THE BEST FEATURE SUBSETS . ACE TRAIN AND ACE TEST REPRESENT RESPECTIVELY THE AVERAGE C LASSIFICATION
E RROR IN THE TRAIN AND TEST SETS .

Several observations may be extracted from the results
shown in Table II: i) the proposed system presents a
relatively good discriminant power in order to distinguish
between easy and hard to spoof samples (84% of correctly
classified samples for the best configuration found) showing
this way the feasibility of using quality related features for
this purpose; ii) for the fake samples taken into account
(high quality iris printed images) the motion features seem to
present the best performance for vulnerability detection (the
best result is obtained for a combination of three of these
parameters); iii) the significant difference in performance
between the train and the test set may indicate a certain
dependence of the results to the data, so similar experiments
should be carried out for different types of fake images.
VI. C ONCLUSIONS
A novel vulnerability prediction system for spoofing attacks to iris recognition systems. The proposed method,
based on a 22 feature set of quality related parameters,
was tested on an iris database which comprises 1,600 real
and fake images, where it reached a total 86% of correctly
classified (robust/vulnerable) real samples, proving this way
its feasibility as a strategy to prevent direct attacks to
the sensor. Furthermore, different conclusions have been
extracted regarding the potential of the different types of
quality features considered for vulnerability detection and
the best way to combine them.
Vulnerability detection solutions such as the one presented
in this work may become of great importance in the biometric field as they can help to reduce the effect of direct attacks
(those carried out at the sensor level and in consequence
very difficult to detect), thus enhancing the level of security
offered to those users that are more exposed to this type of

threat.
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