BioTouchPass Demo:
Handwritten Passwords for Touchscreen Biometrics
Ruben Tolosana, Ruben Vera-Rodriguez, Julian Fierrez and Aythami Morales
Biometrics and Data Pattern Analytics - BiDA Lab, Universidad Autonoma de Madrid
(ruben.tolosana,ruben.vera,julian.fierrez,aythami.morales)@uam.es

passwords based on sequential digits, personal information such as
birth dates, or simply words such as “password” or “qwerty” that
are many times easy to guess. Second, passwords that are typed on
mobile devices such as tablets or smartphones are susceptible to
“smudge attacks”, i.e., the deposition of finger grease traces on the
touchscreen can be used by the impostors to guess the password [1].
Finally, password-based authentication is also vulnerable to “shoulder surfing”. This type of attack is produced when the impostor
can observe directly or use external recording devices to collect
the user information. This attack has attracted the attention of
many researchers in recent years due to the increased deployment
of handheld recording devices and public surveillance infrastructures [6, 13]. Biometric recognition schemes are able to cope with
these challenges by combining both a high level of security and
convenience [5].
In this study, we present the design of a novel mobile authenticaCCS CONCEPTS
tion approach, named BioTouchPass, that incorporates handwriting
• Security and privacy → Privacy protections; • Human-centered
biometric information to traditional authentication passwords, askcomputing → HCI design and evaluation methods; Touch
ing the users to draw each digit of the password on the touchscreen
screens; • Applied computing → Electronic commerce.
of the device (Figure 1). One example of use that motivates our proposed approach is on internet payments with credit cards. Banks
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usually send a numerical password (typically between 6 and 8 digMobile User Authentication; Passwords; Biometrics; Handwriting;
its) to the user’s mobile device. This numerical password must be
PIN; OTP; Touchscreen; Touch Interaction;
typed by the user in the security platform in order to complete
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a second authentication factor based on the dynamic biometric
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ABSTRACT

BioTouchPass enhances traditional authentication systems based
on Personal Identification Numbers (PIN) and One-Time Passwords
(OTP) through the incorporation of biometric information from
handwriting as a second level of user authentication. In our proposed approach, users draw each digit of the password on the
touchscreen of the device instead of typing them as usual. This way
the security of the authentication system increases as impostors
need more than the traditional password to get access to the system.
BioTouchPass achieves results with Equal Error Rates (EERs) ca.
4.0% when the attacker knows the password, outperforming other
authentication schemes based on touch biometrics, and providing
a user-friendly interface easily adaptable to a variety of mobile
devices and application scenarios.
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BioTouchPass has been designed in order to provide the best possible user experience in different application scenarios. It incorporates
a user-friendly interface easily adaptable to a variety of mobile devices, allowing users to draw the digits while feeling comfortable.
For tablet devices, users can draw all digits of the password on a
single screen. However, for smartphone devices, the acquisition
interface is changed depending on the length of the password. For
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Traditionally, the two most prevalent user authentication approaches
have been PIN and OTP. While PIN-based authentication systems
require users to memorize their personal passwords, OTP-based
systems avoid users to memorize them as the security system is
in charge of selecting and providing to the user a different password each time is required, e.g., sending messages to personal
mobile devices or special tokens. Despite the high popularity of
authentication modules based on PIN and OTP for touchscreen
devices (smartphones and tablets), many studies have highlighted
the weaknesses of these approaches [2, 4]. First, it is common to use
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Figure 1: BioTouchPass system diagram.
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(b) User A, sample 2
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passwords shorter than 5 digits, users can perform the complete
password on a single screen. Otherwise, we propose users to perform each digit of the password one by one (Figure 1). This aspect
results crucial for both usability and system performance [8, 9].
Finally, when designing biometric authentication systems for
practical applications, there are usually two conflicting factors: i)
the amount of data requested to the user during the enrolment,
and ii) the security level provided by the biometric system. These
parameters can be easily modified in BioTouchPass in order to
provide the best user experience on each application scenario.
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Figure 2: Examples of the digit 7 performed by two different
users. Bottom plots are the corresponding X and Y trajectories versus the time samples.

BioTouchPass biometric technology is based on [8] and comprises
two main stages:
• Feature Extraction, which is based on time functions [12].
Signals captured by the digitizer (i.e., X and Y spatial coordinates) are used to extract a set of 21 time functions for each
digit related to kinematic, geometric and direction information. Sequential Forward Floating Search (SFFS) is used to
select the best subsets of time functions for each handwritten
digit to improve the system performance in terms of EER.
• Similarity Computation, based on the combination of
both Dynamic Time Warping (DTW) and Recurrent Neural Networks (RNNs), which obtains state-of-the-art results.
In particular, this second system is based on Bidirectional
Long-Short Term Memory (BLSTM) with a Siamese architecture in order to learn a dissimilarity metric from pairs of
samples [10].

3

BIOTOUCHPASS ON REAL SCENARIOS

This section studies the robustness of BioTouchPass against attacks.
Here, we make the assumption that impostors know the password
of the user to attack (e.g., by shoulder surfing) and thus, the attack
would have 100% success rate if BioTouchPass was not present.
The e-BioDigit database presented in [8] is considered here for
the analysis. In this database users had to draw numbers from 0 to
9 one by one using a Samsung Galaxy Note 10.1 tablet. Each user
had to draw a total of 8 numerical sequences from 0 to 9 in two
different acquisition sessions.
The experimental protocol considered in this study has been
designed keeping in mind real scenarios. Thus, genuine samples
from the first session are used as enrolment samples, whereas the

Password Length

Table 1: BioTouchPass authentication performance in terms
of EER (%) on the e-BioDigit evaluation dataset [8].

1
2
3
4
5
6
7

Enrolment Samples
1
2
3
21.7 18.6
16.3
14.0 11.6
9.5
11.6 9.3
7.4
11.6 7.4
5.9
9.3
7.3
4.7
8.5
4.6
4.6
8.5
4.6
3.8

4 genuine samples from the second session are left for testing.
This way, we consider the inter-session variability, a key aspect in
touchscreen and behavioral biometrics in general [3, 11]. Finally,
impostor scores are obtained by comparing the enrolment samples
with one genuine sample of each of the remaining users (simulating
this way the imitation attack in which the impostor knows the
password).
Table 1 analyzes the performance of BioTouchPass for different
number of enrolment samples and length of the password. First,
we analyze how the length of the handwritten password affects
the system performance. In general, a considerable system performance improvement (less EER) is achieved when adding more
handwritten digits to the password. For example, for the case of
having just one enrolment sample per digit, a password composed
of just two handwritten digits achieves a 14.0% EER, an absolute improvement of 7.7% EER compared with the case of using a password
with just one digit. Now, we analyze the effect of the number of
available enrolment samples on the system performance. In general,
the system performance improves with the number of enrolment
samples. For example, for the case of having just one enrolment
sample and a password composed of just one digit, the biometric
system achieves a 21.7% EER. This result is further improved when
increasing the number of enrolment samples to 3, achieving a final
value of 16.3% EER, an absolute improvement of 5.4% EER. These
results put in evidence the discriminative power of the dynamic
biometric information considered from the handwritten digits to
authenticate different users. Examples of the digit 7 performed
by two different users are shown in Figure 2. Finally, we expect
to further improve BioTouchPass technology through the novel
MobileTouchDB database presented in [7].

4

DEMONSTRATION

In this demonstration, visitors will have the opportunity to use
BioTouchPass for user authentication on some mobile devices and
experiment with different system configuration parameters such as
the number of enrolment samples and the length of the password.
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