
Chapter 1
An Introduction to Digital Face
Manipulation

Ruben Tolosana, Ruben Vera-Rodriguez, Julian Fierrez, Aythami Morales,
and Javier Ortega-Garcia

Abstract Digital manipulation has become a thriving topic in the last few years,
especially after the popularity of the term DeepFakes. This chapter introduces the
prominent digital manipulations with special emphasis on the facial content due to
their large number of possible applications. Specifically, we cover the principles of
six types of digital face manipulations: (i) entire face synthesis, (ii) identity swap,
(iii) face morphing, (iv) attribute manipulation, (v) expression swap (a.k.a. face reen-
actment or talking faces), and (vi) audio- and text-to-video. These six main types of
face manipulation are well established by the research community, having received
the most attention in the last few years. In addition, we highlight in this chapter
publicly available databases and code for the generation of digital fake content.

1.1 Introduction

Traditionally, the number and realism of digital facemanipulations have been limited
by the lack of sophisticated editing tools, the domain expertise required, and the
complex and time-consuming process involved [2–4]. For example, an early work
in this topic [5] was able to modify the lip motion of a subject speaking using a
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different audio track, by making connections between the sounds of the audio track
and the shape of the subject’s face. However, from the original manual synthesis
techniques up to now, many things have rapidly evolved. Nowadays, it is becoming
increasingly easy to automatically synthesise non-existent faces or manipulate a real
face (a.k.a. bonafide presentation [6]) of one subject in an image/video, thanks to:
(i) the accessibility to large-scale public data and (ii) the evolution of deep learning
techniques that eliminate many manual editing steps such as Autoencoders (AE)
and Generative Adversarial Networks (GAN) [7, 8]. As a result, open software and
mobile applications such as ZAO1 and FaceApp2 have been released opening the
door to anyone to create fake images and videos, without any experience in the field.

In this context of digital face manipulation, there is one term that has recently
dominated the panorama of social media [9, 10], becoming at the same time a great
public concern [11]: DeepFakes.

In general, the popular term DeepFakes is referred to all digital fake content
created by means of deep learning techniques [1, 12]. It was originated after a Reddit
user named “deepfakes” claimed in late 2017 to have developed a machine learning
algorithm that helped him to swap celebrity faces into porn videos [13]. The most
harmful usages of DeepFakes include fake pornography, fake news, hoaxes, and
financial fraud [14]. As a result, the area of research traditionally dedicated to general
media forensics [15–18], is being invigorated and is now dedicating growing efforts
for detecting facial manipulation in image and video [19, 20].

In addition, part of these renewed efforts in fake face detection are built around
past research in biometric presentation attack detection (a.k.a. spoofing) [21–23]
and modern data-driven deep learning [24–27]. Chapter 2 provides an introductory
overview of face manipulation in biometric systems.

The growing interest in fake face detection is demonstrated through the increas-
ing number of workshops in top conferences [28–32], international projects such
as MediFor funded by the Defense Advanced Research Project Agency (DARPA),
and competitions such as the Media Forensics Challenge (MFC2018)3 launched by
the National Institute of Standards and Technology (NIST), the Deepfake Detec-
tion Challenge (DFDC)4 launched by Facebook, and the recent DeeperForensics
Challenge.5

In response to those increasingly sophisticated and realistic manipulated content,
large efforts are being carried out by the research community to design improved
methods for face manipulation detection [1, 12]. Traditional fake detection methods
in media forensics have been commonly based on: (i) in-camera, the analysis of the
intrinsic “fingerprints” (patterns) introduced by the camera device, both hardware
and software, such as the optical lens [33], colour filter array and interpolation [34,
35], and compression [36, 37], among others, and (ii) out-camera, the analysis of

1 https://apps.apple.com/cn/app/id1465199127.
2 https://apps.apple.com/gb/app/faceapp-ai-face-editor/id1180884341.
3 https://www.nist.gov/itl/iad/mig/media-forensics-challenge-2018.
4 https://www.kaggle.com/c/deepfake-detection-challenge.
5 https://competitions.codalab.org/competitions/25228.

http://dx.doi.org/10.1007/978-3-030-87664-7_2
https://apps.apple.com/cn/app/id1465199127
https://apps.apple.com/gb/app/faceapp-ai-face-editor/id1180884341
https://www.nist.gov/itl/iad/mig/media-forensics-challenge-2018
https://www.kaggle.com/c/deepfake-detection-challenge
https://competitions.codalab.org/competitions/25228
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the external fingerprints introduced by editing software, such as copy-paste or copy-
move different elements of the image [38, 39], reduce the frame rate in a video [40,
41], etc. Chapter 3 provides an in-depth literature review of traditional multimedia
forensics before the deep learning era.

However, most of the features considered in traditional fake detection methods
are highly dependent on the specific training scenario, being therefore not robust
against unseen conditions [2, 16, 26]. This is of special importance in the era we live
in as most media fake content is usually shared on social networks, whose platforms
automatically modify the original image/video, for example, through compression
and resize operations [19, 20].

This first chapter is an updated adaptation of the journal article presented in [1], and
serves in this book as an introductory part of the most popular digital manipulations
with special emphasis to the facial content due to the large number of possible harmful
applications, e.g., the generation of fake news that would provide misinformation in
political elections and security threats [42, 43], among others. Specifically, we cover
in Sect. 1.2 six types of digital face manipulations: (i) entire face synthesis, (ii)
identity swap, (iii) face morphing, (iv) attribute manipulation, (v) expression swap
(a.k.a. face reenactment or talking faces), and (vi) audio- and text-to-video. These
six main types of face manipulation are well established by the research community,
receiving most attention in the last few years. Finally, we provide in Sect. 1.3 our
concluding remarks.

1.2 Types of Digital Face Manipulations

1.2.1 Entire Face Synthesis

This manipulation creates entire non-existent face images. These techniques achieve
astonishing results, generating high-quality facial images with a high level of realism
for the observer. Fig. 1.1 shows some examples for entire face synthesis generated
using StyleGAN. This manipulation could benefit many different sectors such as
the video game and 3D-modelling industries, but it could also be used for harmful
applications such as the creation of very realistic fake profiles on social networks in
order to generate misinformation.

Entire face synthesis manipulations are created through powerful GANs. In gen-
eral, a GAN consists of two different neural networks that contest with each other in
a minimax game: the Generator G that captures the data distribution and creates new
samples, and the Discriminator D that estimates the probability that a sample comes
from the training data (real) rather than G (fake). The training procedure for G is to
maximise the probability of D making a mistake, creating, therefore, high-quality
fake samples. After the training process, D is discarded and G is used to create fake
content. This concept has been exploited in the last years for the entire face synthesis,
improving the realism of the manipulations as can be seen in Fig. 1.1.

http://dx.doi.org/10.1007/978-3-030-87664-7_3
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One of the first popular approaches in this sense was ProGAN [44]. The key idea
was to improve the synthesis process growing G and D progressively, i.e., starting
from a low resolution, and adding new layers that model increasingly fine details as
training progresses. Experiments were performed using the CelebA database [45],
showing promising results for the entire face synthesis. The code of the ProGAN
architecture is publicly available in GitHub.6 Later on, Karras et al. proposed an
enhanced version named StyleGAN [46] that considered an alternative G architec-
ture motivated by the style transfer literature [47]. StyleGAN proposes an alternative
generator architecture that leads to an automatically learned, unsupervised separation
of high-level attributes (e.g., pose and identity when trained on human faces) and
stochastic variation in the generated images (e.g., freckles, hair), and it enables intu-
itive, scale-specific control of the synthesis. Examples of this type of manipulations
are shown in Fig. 1.1, using CelebA-HQ and FFHQ databases for the training of the
StyleGAN [44, 46]. The code of the StyleGAN architecture is publicly available in
GitHub.7

Finally, one of the prominent GAN approaches is StyleGAN2 [48], and Style-
GAN2 with adaptive discriminator augmentation (StyleGAN2-ADA) [49]. Training
a GAN using too little data typically leads to D overfitting, causing training to
diverge. StyleGAN2-ADA proposes an adaptive discriminator augmentation mech-
anism that significantly stabilises training in limited data regimes. The approach
does not require changes to loss functions or network architectures, and is applicable
both when training from scratch and when fine-tuning an existing GAN on another
dataset. The authors demonstrated that good results are possible to achieve by using
only a few thousand training images. The code of the StyleGAN2-ADA architecture
is publicly available in GitHub.8

Based on these GAN approaches, different databases are publicly available for
research on the entire face synthesis manipulation. Table 1.1 summarises the main
publicly available databases in the field, highlighting the specific GAN approach
considered in each of them. It is interesting to remark that each fake image may be
characterised by a specific GAN fingerprint just like natural images are identified
by a device-based fingerprint (i.e., PRNU). In fact, these fingerprints seem to be
dependent not only of the GAN architecture, but also to the different instantiations
of it [50, 51].

In addition, as indicated in Table 1.1, it is important to note that public databases
only contain the fake images generated using the GAN architectures. In order to
be able to perform real/fake detection experiments on this digital manipulation
group, researchers need to obtain real face images from other public databases
such as CelebA [45], FFHQ [46], CASIA-WebFace [53], VGGFace2 [54], or Mega-
Face2 [55] among many others.

6 https://github.com/tkarras/progressive_growing_of_gans.
7 https://github.com/NVlabs/stylegan.
8 https://github.com/NVlabs/stylegan2-ada-pytorch.

https://github.com/tkarras/progressive_growing_of_gans
https://github.com/NVlabs/stylegan
https://github.com/NVlabs/stylegan2-ada-pytorch
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Table 1.1 Entire face synthesis: Publicly available databases

Database Real images Fake images

100K-Generated-Images (2019) [46] – 100,000 (StyleGAN)

10K-Faces (2019) [52] – 10,000 (–)

DFFD (2019) [24] – 100,000 (StyleGAN)
200,000 (ProGAN)

iFakeFaceDB (2019) [26] – 250,000 (StyleGAN)
80,000 (ProGAN)

100K-Generated-Images (2020) [48] – 100,000 (StyleGAN2)

100K-Generated-Images (2020) [49] – 100,000 (StyleGAN2-ADA)
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Fig. 1.1 Real and fake examples of the Entire face synthesis manipulation group. Real
images are extracted from http://www.whichfaceisreal.com/ and fake images from https://
thispersondoesnotexist.com

We provide next a short description of each public database. In [46], Karras et al.
released a set of 100,000 synthetic face images, named 100K-Generated-Images.9

This database was generated using their proposed StyleGAN architecture, which was
trained using the FFHQ dataset [46].

Another public database is 10K-Faces [52], containing 10,000 synthetic images
for research purposes. In this database, contrary to the 100K-Generated-Images
database, the network was trained using photos of models, considering face images
from a more controlled scenario (e.g., with a flat background). Thus, no strange
artefacts created by the GAN architecture are included in the background of the
images. In addition, this dataset considers other interesting aspects such as ethnicity
and gender diversity, as well as other metadata such as age, eye colour, hair colour
and length, and emotion.

9 https://github.com/NVlabs/stylegan.

http://www.whichfaceisreal.com/
https://thispersondoesnotexist.com
https://thispersondoesnotexist.com
https://github.com/NVlabs/stylegan


8 R. Tolosana et al.

Fig. 1.2 Examples of a fake
image created using
StyleGAN and its improved
version after removing the
GAN-fingerprint information
with GANprintR [26]

(a) Fake (b) Fake after GANprintR

Recently, Dang et al. introduced in [24] a new database named Diverse Fake Face
Dataset (DFFD).10 Regarding the entire face synthesis manipulation, the authors cre-
ated 100,000 and 200,000 fake images through the pre-trained ProGAN and Style-
GAN models, respectively.

Neves et al. presented in [26] the iFakeFaceDB database. This database comprises
250,000 and 80,000 synthetic face images originally created through StyleGAN and
ProGAN, respectively. As an additional feature in comparison to previous databases,
and in order to hinder fake detectors, in this database, the fingerprints produced by
the GAN architectures were removed through an approach namedGANprintR (GAN
fingerprint Removal), while keeping very realistic appearance. Figure 1.2 shows an
example of a fake image directly generated with StyleGAN and its improved version
after removing the GAN-fingerprint information. As a result of the GANprintR step,
iFakeFaceDB presents a higher challenge for advanced fake detectors compared with
the other databases.

Finally, we highlight the two popular 100K-Generated-Images public databases
released by Karras et al. [48, 49], based on the prominent StyleGAN2 and
StyleGAN2-ADA architectures. The corresponding fake databases trained using the
FFHQ dataset [46] can be found in their GitHub.11,12

This section has described the main aspects of the entire face synthesis manipula-
tion. For a complete understanding of fake detection techniques on this face manip-
ulation, we refer the reader to Chap.9.

1.2.2 Identity Swap

This manipulation consists of replacing the face of one subject in a video (source)
with the face of another subject (target). Unlike the entire face synthesis, where
manipulations are carried out at image level, in identity swap the objective is to gen-
erate realistic fake videos. Figure 1.3 shows some visual image examples extracted

10 http://cvlab.cse.msu.edu/dffd-dataset.html.
11 https://github.com/NVlabs/stylegan2.
12 https://github.com/NVlabs/stylegan2-ada.

http://dx.doi.org/10.1007/978-3-030-87664-7_9
http://cvlab.cse.msu.edu/dffd-dataset.html
https://github.com/NVlabs/stylegan2
https://github.com/NVlabs/stylegan2-ada
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Fig. 1.3 Real and fake examples of the Identity Swap manipulation group. Face images are
extracted from videos of Celeb-DF database [56]

from videos of Celeb-DF database [56]. In addition, very realistic videos of this
type of manipulation can be seen on Youtube.13 Many different sectors could benefit
from this type of manipulation, in particular, the film industry.14 However, on the
other side, it could also be used for bad purposes such as the creation of celebrity
pornographic videos, hoaxes, and financial fraud, among many others.

Two different approaches are usually considered for identity swap manipulations:
(i) classical computer graphics-based techniques such as FaceSwap,15 and (ii) novel
deep learning techniques known as DeepFakes, e.g., the recent ZAOmobile applica-
tion,16 and the popular FaceSwap17 and DeepFaceLab18 software tools. In general,
for each frame of the source video, the following stages are considered in the gen-
eration process of the identity swap video [57]: (i) face detection and cropping, (ii)
extraction of intermediate representations, (iii) synthesis of a new face based on some
driving signal (e.g., another face), and finally (iv) blending the generated face of the
target subject into the source video, as shown in Fig. 1.3. For each of these stages,
many possibilities could be considered to improve the quality of the fake videos. We

13 https://www.youtube.com/watch?v=UlvoEW7l5rs.
14 https://www.youtube.com/c/Shamook/featured.
15 https://github.com/MarekKowalski/FaceSwap.
16 https://apps.apple.com/cn/app/id1465199127.
17 https://github.com/deepfakes/faceswap.
18 https://github.com/iperov/DeepFaceLab.

https://www.youtube.com/watch?v=UlvoEW7l5rs
https://www.youtube.com/c/Shamook/featured.
https://github.com/MarekKowalski/FaceSwap
https://apps.apple.com/cn/app/id1465199127
https://github.com/deepfakes/faceswap
https://github.com/iperov/DeepFaceLab
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Table 1.2 Identity swap: Publicly available databases

Database Real videos Fake videos

1st generation

UADFV (2018) [58] 49 (Youtube) 49 (FakeApp)

DeepfakeTIMIT (2018) [11] – 620 (faceswap-GAN)

FaceForensics++ (2019) [20] 1000 (Youtube) 1000 (FaceSwap)
1000 (DeepFake)

2nd generation

DeepFakeDetection (2019) [66] 363 (Actors) 3068 (DeepFake)

Celeb-DF (2019) [56] 890 (Youtube) 5639 (DeepFake)

DFDC Preview (2019) [59] 1131 (Actors) 4119 (Multiple)

DFDC (2020) [67] 23,654 (Actors) 104,500 (Multiple)

DeeperForensics-1.0 (2020) [60] 50,000 (Actors) 1000 (DeepFake)

WildDeepfake (2020) [61] 3805 (Internet) 3509 (DeepFake)

describe next the main aspects considered in publicly available fake databases. For
more details about the generation process, we refer the reader to Chaps.4, and 14.

Since publicly available fake databases such as the UADFV database [58], up to
the latest Celeb-DF, DFDC, DeeperForensics-1.0, andWildDeepfake databases [56,
59–61], many visual improvements have been carried out, increasing the realism of
fake videos. As a result, identity swap databases can be divided into two different
generations. Table 1.2 summarises the main details of each public database, grouped
in each generation.

Three different databases are grouped in the first generation. UADFV was one of
the first public databases [58]. This database comprises 49 real videos fromYoutube,
which were used to create 49 fake videos through the FakeApp mobile application,19

swapping in all of them the original face with the face of Nicolas Cage. There-
fore, only one identity is considered in all fake videos. Each video represents one
individual, with a typical resolution of 294 × 500 pixels, and 11.14 s on average.

Korshunov and Marcel introduced in [11] the DeepfakeTIMIT database. This
database comprises 620 fake videos of 32 subjects from the VidTIMIT database [62].
Fake videos were created using the public GAN-based face-swapping algorithm.20

In that approach, the generative network is adopted from CycleGAN [63], using the
weights of FaceNet [64]. The method Multi-Task Cascaded Convolution Networks
is used for more stable detections and reliable face alignment [65]. Besides, the
Kalman filter is also considered to smooth the bounding box positions over frames
and eliminate jitter on the swapped face. Regarding the scenarios considered in
DeepfakeTIMIT, two different qualities are considered: (i) low quality (LQ) with
images of 64 × 64 pixels, and (ii) high quality (HQ) with images of 128 × 128

19 https://www.malavida.com/en/soft/fakeapp/.
20 https://github.com/shaoanlu/faceswap-GAN.

http://dx.doi.org/10.1007/978-3-030-87664-7_4
http://dx.doi.org/10.1007/978-3-030-87664-7_14
https://www.malavida.com/en/soft/fakeapp/
https://github.com/shaoanlu/faceswap-GAN
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pixels. Additionally, different blending techniques were applied to the fake videos
regarding the quality level.

One of the most popular databases is FaceForensics++ [20]. This database was
introduced in early 2019 as an extension of the original FaceForensics database [68],
which was focussed only on expression swap. FaceForensics++ contains 1000 real
videos extracted from Youtube. Regarding the identity swap fake videos, they were
generated using both computer graphics and DeepFake approaches (i.e., learning
approach). For the computer graphics approach, the authors considered the pub-
licly available FaceSwap algorithm21 whereas for the DeepFake approach, fake
videos were created through the DeepFake FaceSwap GitHub implementation.22

The FaceSwap approach consists of face alignment, Gauss–Newton optimization
and image blending to swap the face of the source subject to the target subject. The
DeepFake approach, as indicated in [20], is based on two autoencoders with a shared
encoder that is trained to reconstruct training images of the source and the target
face, respectively. A face detector is used to crop and align the images. To create
a fake image, the trained encoder and decoder of the source face are applied to the
target face. The autoencoder output is then blended with the rest of the image using
Poisson image editing [69]. Regarding the figures of the FaceForensics++ database,
1000 fake videos were generated for each approach. Later on, a new dataset named
DeepFakeDetection, grouped inside the 2nd generation due to its higher realism, was
included in the FaceForensics++ framework with the support of Google [66]. This
dataset comprises 363 real videos from 28 paid actors in 16 different scenes. Addi-
tionally, 3068 fake videos are included in the dataset based on DeepFake FaceSwap
GitHub implementation. It is important to remark that for both FaceForensics++
and DeepFakeDetection databases different levels of video quality are considered, in
particular: (i) RAW (original quality), (ii) HQ (constant rate quantization parameter
equal to 23), and (iii) LQ (constant rate quantization parameter equal to 40). This
aspect simulates the video processing techniques usually applied in social networks.

Several databases have been recently released, including them in the 2nd gener-
ation due to their higher realism. Li et al. presented in [56] the Celeb-DF database.
This database aims to provide fake videos of better visual qualities, similar to the
popular videos that are shared on the Internet,23 in comparison to previous databases
that exhibit low visual quality for the observer with many visible artefacts. Celeb-DF
consists of 890 real videos extracted from Youtube, and 5639 fake videos, which
were created through a refined version of a public DeepFake generation algorithm,
improving aspects such as the low resolution of the synthesised faces and colour
inconsistencies.

Facebook in collaboration with other companies and academic institutions such
as Microsoft, Amazon, and the MIT launched at the end of 2019 a new challenge
named theDeepfakeDetection Challenge (DFDC) [59]. They first released a preview
dataset consisting of 1131 real videos from 66 paid actors, and 4119 fake videos.

21 https://github.com/MarekKowalski/FaceSwap.
22 https://github.com/deepfakes/faceswap.
23 https://www.youtube.com/channel/UCKpH0CKltc73e4wh0_pgL3g.

https://github.com/MarekKowalski/FaceSwap
https://github.com/deepfakes/faceswap
https://www.youtube.com/channel/UCKpH0CKltc73e4wh0_pgL3g
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Later on, they released the complete DFDC dataset comprising over 100K fake
videos using 8 different face- swapping methods such as autoencoders, StyleGAN
and morphable-mask models [67].

Another interesting database is DeeperForensics-1.0 [60]. The first version of
this database (1.0) comprises 60K videos (50K real videos and 10K fake videos).
Real videos were recorded in a professional indoor environment using 100 paid
actors and ensuring variability in gender, age, skin colour, and nationality. Regarding
fake videos, they were generated using a newly proposed end-to-end face-swapping
framework based on Variational Autoencoders. In addition, extensive real-world
perturbations (up to 35 in total) such as JPEGcompression,Gaussian blur, and change
of colour saturation were considered. All details of DeeperForensics-1.0 database,
together with the corresponding competition, are described in Chap. 14.

Finally, Zi et al. presented in [61] WildDeepfake, a challenging real-world
database for DeepFake detection. This database comprises 7314 videos (3805 and
3509 real and fake videos, respectively) collected completely from the internet. Con-
trary to previous databases, WildDeepfake claims to contain a higher diversity in
terms of scenes and people in each scene, and also in facial expressions.

To conclude this section, we discuss at a higher level the key differences among
fake databases of the 1st and 2nd generations. In general, fake videos of the 1st
generation are characterised by: (i) low-quality synthesised faces, (ii) different colour
contrast among the synthesised fake mask and the skin of the original face, (iii)
visible boundaries of the fake mask, (iv) visible facial elements from the original
video, (v) low pose variations, and (vi) strange artefacts among sequential frames.
Also, they usually consider controlled scenarios in terms of camera position and light
conditions. Many of these aspects have been successfully improved in databases of
the 2nd generation, not only at visual level, but also in terms of variability (in-
the-wild scenarios). For example, the recent DFDC database considers different
acquisition scenarios (i.e., indoors and outdoors), light conditions (i.e., day, night,
etc.), distances from the subject to the camera, and pose variations, among others.
Figure1.4 graphically summarises the weaknesses present in identity swap databases
of the 1st generation and the improvements carried out in the 2nd generation. Finally,
it is also interesting to remark the larger number of fake videos included in the
databases of the 2nd generation.

This section has described the main aspects of the identity swap digital manip-
ulation. For a complete understanding of the generation process and fake detection
techniques, we refer the reader to Chaps. 4, 5, and 10–14.

http://dx.doi.org/10.1007/978-3-030-87664-7_14
http://dx.doi.org/10.1007/978-3-030-87664-7_4
http://dx.doi.org/10.1007/978-3-030-87664-7_5
http://dx.doi.org/10.1007/978-3-030-87664-7_10
http://dx.doi.org/10.1007/978-3-030-87664-7_14
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stIdentity Swap: 1  Generation

ndIdentity Swap: 2  Generation

Low-Quality Synthesised Faces Colour Contrast in the Fake Mask

Visible Elements from Original Video Strange Artifacts between Frames

Visible Boundaries in the Fake Mask

High Pose Variations

Scenarios: Indoors and Outdoors Light Conditions: Day, Night, etc.

Distance from the Camera

Weaknesses  that limit the naturalness and facilitate fake detection

Improvements  that augment the naturalness and hinder fake detection

Fig. 1.4 Graphical representation of the weaknesses present in Identity Swap databases of the
1st generation and the improvements carried out in the 2nd generation, not only at visual level, but
also in terms of variability (in-the-wild scenarios). Fake images are extracted from: UADFV and
FaceForensics++ (1st generation) [20, 58]; Celeb-DF and DFDC (2nd generation) [56, 59]

1.2.3 Face Morphing

Face morphing is a type of digital face manipulation that can be used to create
artificial biometric face samples that resemble the biometric information of two or
more individuals [70, 71]. This means that the new morphed face image would be
successfully verified against facial samples of these two or more individuals creating
a serious threat to face recognition systems [72, 73]. Figure 1.5 shows an example
of the face morphing digital manipulation adapted from [70]. It is worth noting that
face morphing is mainly focussed on creating fake samples at the image level, not
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FakeReal Real

(a) Subject 1 (b) Face Morphing c) Subject 2

Fig. 1.5 Example for a Face morphing image (b) of subject 1 (a) and subject 2 (c). This figure
has been adapted from [70]

video such as identity swap manipulations. In addition, as shown in Fig. 1.5, frontal
view faces are usually considered.

There has been recently a large amount of research in the field of face morphing.
Comprehensive surveys have been published in [70, 74] including both morphing
techniques and also morphing attack detectors. In general, the following three con-
secutive stages are considered in the generation process of face morphing images: (i)
determining correspondences between the face images of the different subjects. This
is usually carried out by extracting landmark points, e.g., eyes, nose tips, mouth,
etc.; (ii) the real face images of the subjects are distorted until the corresponding
elements (landmarks) of the samples are geometrically aligned; and (iii) the colour
values of the warped images are merged, referred to as blending. Finally, postpro-
cessing techniques are usually considered to correct strange artefacts caused by
pixel/region-based morphing [75, 76].

Prominent benchmarks have been recently presented in the field of face morph-
ing. Raja et al. has recently presented an interesting framework in order to address
serious open issues in the field such as independent benchmarking, generalizability
challenges and considerations to age, gender, and ethnicity [77]. As a result, the
authors have presented a new sequestered dataset and benchmark24 for facilitating
the advancements of morphing attack detection. The database comprises morphed
and real images constituting 1800 photographs of 150 subjects. Morphing images
are generated using 6 different algorithms, presenting a wide variety of possible
approaches.

In this line,NISThas recently launched theFRVTMORPHevaluation.25 This is an
ongoing evaluation designed to obtain an assessment on morph detection capability
with two separate tasks: (i) algorithmic capability to detect face morphing (mor-
phed/blended faces) in still photographs, and (ii) face recognition algorithm resis-

24 https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.
aspx.
25 https://pages.nist.gov/frvt/html/frvt_morph.html.

https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.aspx
https://biolab.csr.unibo.it/fvcongoing/UI/Form/BenchmarkAreas/BenchmarkAreaDMAD.aspx
https://pages.nist.gov/frvt/html/frvt_morph.html
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tance against morphing. The evaluation is updated as new algorithms and datasets
are added.

Despite these recent evaluations, we would like to highlight the lack of public
databases for research. To the best of our knowledge, the only publicly available
database is the AMSL Face Morph Image dataset26 [78]. This is mainly produced
due to most face morphing databases are created from existing face databases. As a
result, the licenses can not be easily transferred which often prevents sharing.

This section has briefly described the main aspects of face morphing. For a com-
plete understanding of the digital generation and fake detection techniques, we refer
the reader to Chaps. 2, 6, 15, and 16.

1.2.4 Attribute Manipulation

This manipulation, also known as face editing or face retouching, consists of modi-
fying some attributes of the face such as the colour of the hair or the skin, the gender,
the age, adding glasses, etc. [79]. This manipulation process is usually carried out
through GAN such as the StarGAN approach proposed in [80]. One example of this
type of manipulation is the popular FaceApp mobile application. Consumers could
use this technology to try on a broad range of products such as cosmetics andmakeup,
glasses, or hairstyles in a virtual environment. Figure 1.6 shows some examples for
the attribute manipulation generated using FaceApp [81].

Despite the success of GAN-based frameworks for face attribute manipula-
tions [80, 82–88], few databases are publicly available for research in this area, to
the best of our knowledge. Themain reason is that the code of most GAN approaches
are publicly available, so researchers can easily generate their own fake databases
as they like. Therefore, this section aims to highlight the latest GAN approaches in
the field, from older to closer in time, providing also the link to their corresponding
codes.

In [86], the authors introduced the Invertible Conditional GAN (IcGAN)27 for
complex image editing as the union of an encoder used jointly with a conditional
GAN (cGAN) [89]. This approach provides accurate results in terms of attribute
manipulation. However, it seriously changes the face identity of the subject.

Lample et al. proposed in [83] an encoder-decoder architecture that is trained
to reconstruct images by disentangling the salient information of the image and
the attribute values directly in the latent space.28 However, as it happens with the
IcGAN approach, the generated images may lack some details or present unexpected
distortions.

26 https://omen.cs.uni-magdeburg.de/disclaimer/index.php.
27 https://github.com/Guim3/IcGAN.
28 https://github.com/facebookresearch/FaderNetworks.

http://dx.doi.org/10.1007/978-3-030-87664-7_2
http://dx.doi.org/10.1007/978-3-030-87664-7_6
http://dx.doi.org/10.1007/978-3-030-87664-7_15
http://dx.doi.org/10.1007/978-3-030-87664-7_16
https://omen.cs.uni-magdeburg.de/disclaimer/index.php
https://github.com/Guim3/IcGAN
https://github.com/facebookresearch/FaderNetworks
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Fig. 1.6 Real and fake examples of the Attribute Manipulation group. Real images are extracted
from http://www.whichfaceisreal.com/ and fake images are generated using FaceApp

An enhanced approach named StarGAN29 was proposed in [80]. Before the Star-
GAN approach, many studies had shown promising results in image-to-image trans-
lations for two domains in general. However, few studies had focussed on handling
more than two domains. In that case, a direct approach would be to build differ-
ent models independently for every pair of image domains. StarGAN proposed a
novel approach able to perform image-to-image translations for multiple domains
using only a single model. The authors trained a conditional attribute transfer net-
work via attribute-classification loss and cycle consistency loss. Good visual results
were achieved compared with previous approaches. However, it sometimes includes
undesired modifications from the input face image such as the colour of the skin.

Almost at the same timeHe et al. proposed in [82] attGAN,30 a novel approach that
removes the strict attribute-independent constraint from the latent representation, and
just applies the attribute-classification constraint to the generated image to guarantee
the correct change of the attributes. AttGAN provides state-of-the-art results on
realistic attribute manipulation with other facial details well preserved.

One of the latest approaches proposed in the literature is STGAN31 [84]. In gen-
eral, attribute manipulation can be tackled by incorporating an encoder-decoder or
GAN. However, as commented Liu et al. [84], the bottleneck layer in the encoder-
decoder usually provides blurry and low quality manipulation results. To improve
this, the authors presented and incorporated selective transfer units with an encoder-
decoder for simultaneously improving the attribute manipulation ability and the
image quality. As a result, STGAN has recently outperformed the state of the art
in attribute manipulation.

Finally, we would like to highlight two recent attribute manipulation approaches
that are currently achieving also very realistic visual results: RelGAN and SSC-

29 https://github.com/yunjey/stargan/blob/master/README.md.
30 https://github.com/LynnHo/AttGAN-Tensorflow.
31 https://github.com/csmliu/STGAN.

http://www.whichfaceisreal.com/
https://github.com/yunjey/stargan/blob/master/README.md
https://github.com/LynnHo/AttGAN-Tensorflow
https://github.com/csmliu/STGAN
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GAN [90, 91]. RelGAN improves multi-domain image-to-image translation,
whereas SSCGAN injects the target attribute information into multiple style skip
connection paths between the encoder and decoder in order to incorporate global
facial statistics.

Despite the fact that the code of the most attribute manipulation approaches are
publicly available, the lack of public databases and experimental protocols results
crucial when comparing among different manipulation detection approaches, other-
wise it is not possible to perform a fair comparison among studies. Up to now, to the
best of our knowledge, the DFFD database [24] seems to be the only public database
that considers this type of facial manipulations. This database comprises 18,416 and
79,960 fake images generated through FaceApp and StarGAN approaches, respec-
tively.

This section has briefly described the main aspects of the face attribute manipu-
lation. For a complete understanding of this digital manipulation group, we refer the
reader to Chap. 17.

1.2.5 Expression Swap

This manipulation, also known as face reenactment, consists of modifying the facial
expression of the subject. Although different manipulation techniques are proposed
in the literature, e.g., at image level through popular GAN architectures [84], in this
group we focus on the most popular techniques Face2Face and NeuralTextures [92,
93], which replaces the facial expression of one subject in a video with the facial
expression of another subject. Figure 1.7 shows some visual examples extracted from
FaceForensics++ database [20]. This type ofmanipulation could be usedwith serious
consequences, e.g., the popular video of Mark Zuckerberg saying things he never
said.32

To the best of our knowledge, the only available database for research in this area
is FaceForensics++ [20], an extension of FaceForensics [68].

Initially, the FaceForensics database was focussed on the Face2Face
approach [93]. This is a computer graphics approach that transfers the expression of
a source video to a target video while maintaining the identity of the target subject.
This was carried out through manual keyframe selection. Concretely, the first frames
of each video were used to obtain a temporary face identity (i.e., a 3D model), and
track the expression over the remaining frames. Then, fake videos were generated
by transferring the source expression parameters of each frame (i.e., 76 Blendshape
coefficients) to the target video. Later on, the same authors presented in FaceForen-
sics++ a new learning approach based on NeuralTextures [92]. This is a rendering
approach that uses the original video data to learn a neural texture of the target
subject, including a rendering network. In particular, the authors considered in their
implementation a patch-based GAN-loss as used in Pix2Pix [94]. Only the facial

32 https://www.bbc.com/news/technology-48607673.

http://dx.doi.org/10.1007/978-3-030-87664-7_17
https://www.bbc.com/news/technology-48607673
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Fig. 1.7 Real and fake examples of theExpression Swapmanipulation group. Images are extracted
from videos of FaceForensics++ database [20]

expression corresponding to the mouth was modified. It is important to remark that
all data is available on the FaceForensics++ GitHub.33 In total, there are 1000 real
videos extracted from Youtube. Regarding the manipulated videos, 2000 fake videos
are available (1000 videos for each considered fake approach). In addition, it is
important to highlight that different video quality levels are considered, in particu-
lar: (i) RAW (original quality), (ii) HQ (constant rate quantization parameter equal
to 23), and (iii) LQ (constant rate quantization parameter equal to 40). This aspect
simulates the video processing techniques usually applied in social networks.

In addition to the Face2Face and NeuralTexture techniques considered in expres-
sion swap manipulations at video level, different approaches have been recently
proposed to change the facial expression in both images and videos. A very popular
approach was presented in [95]. Averbuch-Elor et al. proposed a technique to auto-
matically animate a still portrait using a video of a different subject, transferring the
expressiveness of the subject of the video to the target portrait. Unlike Face2Face
and NeuralTexture approaches that require videos from both input and target faces,
in [95] just an image of the target is needed. In this line, recent approaches have been
presented achieving astonishing results in both one-shot and few-shot learning [96–
98].

33 https://github.com/ondyari/FaceForensics.

https://github.com/ondyari/FaceForensics
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Fig. 1.8 Real and fake example of theAudio-to-Video and Text-to-Video facemanipulation group

1.2.6 Audio-to-Video and Text-to-Video

A related topic to expression swap is the synthesis of video from audio or text.
Figure 1.8 shows an example for the audio- and text-to-video face manipulation.
These types of video face manipulations are also known as lip-sinc DeepFakes
[99] or audio-driven facial reenactment [100]. Popular examples can be seen on the
Internet.34

Regarding the synthesis of fake videos from audio (audio-to-video), Suwa-
janakorn et al. presented in [101] an approach to synthesise high-quality videos
of a subject (Obama in this case) speaking with accurate lip sync. For this, they used
as input to their approach many hours of previous videos of the subject together with
a new audio recording. In their approach, they employed a recurrent neural network
(based on Long Short-Term Memory, LSTM) to learn the mapping from raw audio
features to mouth shapes. Then, based on the mouth shape at each frame, they syn-
thesised high-quality mouth texture, and composited it with 3D pose alignment to
create the new video to match the input audio track, producing photorealistic results.

In [102], Song et al. proposed an approach based on a novel conditional recurrent
generation network that incorporates both image and audio features in the recurrent
unit for temporal dependency, and also a pair of spatial-temporal discriminators for
better image/video quality. As a result, their approach can model both lip and mouth
together with expression and head pose variations as a whole, achieving much more
realistic results. The source code is publicly available in GitHub.35 Also, in [103],
Song et al. presented a dynamic method not assuming a subject-specific rendering
network like in [101]. In their approach, they are able to generate very realistic fake
videos by carrying out a 3D face model reconstruction from the input video plus a
recurrent network to translate the source audio into expression parameters. Finally,

34 https://www.youtube.com/watch?v=VWMEDacz3L4.
35 https://github.com/susanqq/Talking_Face_Generation.

https://www.youtube.com/watch?v=VWMEDacz3L4
https://github.com/susanqq/Talking_Face_Generation
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they introduced anovel video renderingnetwork and adynamic programmingmethod
to construct a temporally coherent and photorealistic video. Video results are shown
on the Internet.36

Another interesting approach was presented in [104]. Zhou et al. proposed a
novel framework called Disentangled Audio-Visual System (DAVS), which gener-
ates high-quality talking face videos using disentangled audio-visual representation.
Both audio and video speech information can be employed as input guidance. The
source code is available in GitHub.37

Regarding the synthesis of fake videos from text (text-to-video), Fried et al. pro-
posed in [105] a method that takes as input a video of a subject speaking and the
desired text to be spoken, and synthesises a new video in which the subject’s mouth is
synchronised with the newwords. In particular, their method automatically annotates
an input talking-head video with phonemes, visemes, 3D face pose and geometry,
reflectance, expression, and scene illumination per frame. Finally, a recurrent video
generation network creates a photorealistic video that matches the edited transcript.
Examples of the fake videos generated with this approach are publicly available.38

Finally, we would like to highlight the work presented in [100], named Neural
Voice Puppetry. Thies et al. proposed an approach to synthesise videos of a target
actor with the voice of any unknown source actor or even synthetic voices that can be
generated utilising standard text-to-speech approaches, achieving astonishing visual
results.39

To the best of our knowledge, there are no publicly available databases and bench-
marks related to audio- and text-to-video fake detection content. Research on this
topic is usually carried out through the synthesis of in-house data using publicly
available implementations like the ones described in this section.

This section has briefly described the main aspects of the audio- and text-to-video
face manipulation. For a complete understanding of this digital manipulation group,
we refer the reader to Chap.8.

1.3 Conclusions

This chapter has served as an introduction of the most popular digital face manipu-
lations in the literature. In particular, we have covered six manipulation groups: (i)
entire face synthesis, (ii) identity swap, (iii) face morphing, (iv) attribute manipula-
tion, (v) expression swap (a.k.a. face reenactment or talking faces), and (vi) audio-
and text-to-video. For each of them, we have described the main principles, publicly
available databases, and code for the generation of digital fake content.

36 https://wywu.github.io/projects/EBT/EBT.html.
37 https://github.com/Hangz-nju-cuhk/Talking-Face-Generation-DAVS.
38 https://www.ohadf.com/projects/text-based-editing/.
39 https://justusthies.github.io/posts/neural-voice-puppetry/.

http://dx.doi.org/10.1007/978-3-030-87664-7_8
https://wywu.github.io/projects/EBT/EBT.html
https://github.com/Hangz-nju-cuhk/Talking-Face-Generation-DAVS
https://www.ohadf.com/projects/text-based-editing/
https://justusthies.github.io/posts/neural-voice-puppetry/
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For more details about digital face manipulation and fake detection techniques,
we refer the reader to Parts II and III of the present book. Finally, Part IV describes
further topics, trends, and challenges in the field of digital face manipulation and
detection.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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