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Abstract Recently, digital face manipulation and its detection have sparked large
interest in industry and academia around the world. Numerous approaches have been
proposed in the literature to create realistic face manipulations, such as DeepFakes
and face morphs. To the human eye manipulated images and videos can be almost
indistinguishable from real content. Although impressive progress has been reported
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in the automatic detection of such face manipulations, this research field is often
considered to be a cat and mouse game. This chapter briefly discusses the state of
the art of digital face manipulation and detection. Issues and challenges that need to
be tackled by the research community are summarized, along with future trends in
the field.

21.1 Introduction
Over the last couple of years, digital face manipulation and detection has become
a highly active area of research. This is demonstrated through the increasing number of workshops in top conferences [1–5], international projects such as MediFor
and the recent SemaFor funded by the Defense Advanced Research Project Agency
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(DARPA), and competitions such as the Media Forensics Challenge (MFC2018)1
launched by the National Institute of Standards and Technology (NIST), the Deepfake Detection Challenge (DFDC)2 launched by Facebook, and the recent DeeperForensics Challenge.3
Face manipulation techniques can erode trust in digital media through fake news
and the spread of misinformation [6]. With the big impact of social networks on our
daily life, disinformation can be easily widespread and influence the public opinion [7]. Its targets can be individuals, economy, or politics [8]. Manipulated videos
have already been used to create political tensions, and the technology enabling their
creation is being considered as a threat by various governments [9].
Motivated by those facts, researchers have proposed various techniques to detect
digital face manipulations in the recent past [10, 11]. In addition, public databases
have been made available and first benchmarks have been conducted by different
research groups [12–17], proving the high potential of the latest manipulation detectors. Nonetheless, a reliable detection of manipulated face images and videos is still
considered an unsolved problem. It is generally conceded that digital face manipulation detection is still a nascent field of research in which numerous issues and
challenges have to be addressed in order to reliably deploy such methods in realworld applications.
This chapter concludes the book providing an overview of open issues and challenges in the field of digital face manipulation and detection. Limitations of state-ofthe-art methods are pointed out and potential future research direction toward advancing both fields are summarized, including promising application areas as well as novel
use-cases. Moreover, legal and societal aspects of digital face manipulation and detection are discussed, such as the legality and legitimacy of the use of the manipulation
detection or the potentially conflicting right to “one’s own image”, among others.
Listing currently unsolved problems in the field, this chapter is intended to serve as
a starting point for new researchers in the field.
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The remainder of this chapter is organized as follows: Sect. 21.2 briefly describes
the current state of the art in face manipulation together with public available
databases. The most relevant issues with respect to the detection of face manipulations are discussed in Sect. 21.3. In Sect. 21.4, future research directions and
application areas are summarized. Subsequently, Sect. 21.5 discusses societal and
legal aspects of face manipulation and detection. Finally, a summary is given in
Sect. 21.6.

21.2 Realism of Face Manipulation and Databases
21.2.1 State of the Art
Face manipulation techniques have been improved significantly in the last years as
discussed in Part II of the book. State-of-the-art techniques are able to generate fake
images and videos that are indistinguishable to the human eye [10, 11, 18]. However,
when considering automatic end-to-end manipulation techniques, the visual quality is
not always stable and it depends severely on different aspects [17, 19–21]. Figure 21.1
shows some weaknesses that limit the naturalness and facilitate fake detection. We
highlight next some of the most critical aspects:
• Face detection and segmentation, which is not 100% accurate [22, 23]: this
problem becomes worse when input images or videos are in bad quality, e.g., bad
lighting condition, noisy, blurry, or low resolution.
• Blending manipulated faces into the original image or video: although there
have been improvements in the blending algorithms [19], artifacts at the edges
of the manipulated and original regions still exist in many cases. In addition,
mismatch between these two regions (e.g., lighting condition, skin color, or noise)
can degrade the realism of the manipulated images/videos, making them easier to
be detected.
• Low-quality synthesized faces: while progress has been made here thanks to Generative Adversarial Networks (GAN), for example, through the recent StyleGAN2
model [24] that is able to generate non-existent faces with high resolution, editing
with such models through GAN inversion techniques is time consuming and computationally demanding. This computational complexity also hinders development
of high-resolution video manipulation techniques. Basic techniques often generate low-resolution face images, typically between 64×64 and 256×256 pixels as
discussed in Chap. 4 of the book.
• Temporal inconsistencies along frames: this is of special importance in face
manipulations such as Audio-to-Video as discussed in Chap. 8 of the book: Are
there any relationships between audio and other facial features such as eyes, teeth,
and even head movements? Techniques based on 3D pose and expression could
further benefit this research line [25].
Apart from the aspects commented before, it is also interesting to highlight that
most face manipulation techniques are currently focused only on the visual quality
at pixel level [10, 11], to the best of our knowledge. Biological aspects of the human
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being should be also taken into account in the manipulation process, e.g., blood
circulation (heart rate) and eye blink rate could be automatically extracted from the
faces to detect whether the video is real or fake [26, 27], as discussed in Chap. 12.

21.2.2 Missing Resources
Although new public databases are being released recently, these generally lack
diversity and include low-quality videos. Specifically, for image databases, GANbased models have been proved to be very effective in creating realistic faces, but
these are usually generated with one model (e.g., StyleGAN2 [24]) with one specific set of parameters [28–30]. Video databases, on the other hand, are plagued
with low-quality synthesis results, exhibiting visible blurring or boundary artifacts.
As a result, it is easy for current fake detectors to over-adapt to the specific characteristics of the generation method and artifacts. In addition, high-accuracy fake
detection performances on databases containing significant fraction of low-quality
videos will not be representative for the performance in real life.4 To make the detection more challenging, databases need to improve on the types and variants of the
generation models, post-processing steps, codecs, and compression methods, as well
as adversarial attacks.
Furthermore, current databases are still small and monotonic compared with
those in other areas like image classification or speech, e.g., ImageNet [31] or VoxCeleb2 [32]. One of the largest databases, the DFDC dataset [12], only has 128,154
videos with less than 20 types of manipulation methods. Moreover, most databases
only contain one or two subjects in an image or video except the recently released
Face Forensics in the Wild (FFIW) database [33], and they are easily perceived (not a
small subject in a crowd). It is also interesting to highlight that none of the databases
contain manipulated or synthesized speech except the DFDC, but its manipulation
is simple and is hard to be considered as “fake”.
Finally, it is important to highlight two more missing resources in face manipulation: (i) the generation of manipulated face databases based on 3D manipulation
techniques [34], and (ii) the generation of multimodal manipulated face databases
as current ones are only focused on the manipulation of either audio or face visual
information [35, 36].

21.3 Limitations of Face Manipulation Detection
21.3.1 Generalizability
The vast majority of existing face manipulation detection techniques have been evaluated only on known types of face manipulations or on a single database [10, 11].
In other words, the published empirical results showed performances of detectors
under same train and test manipulation type/database. However, their performances
4
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usually drop significantly when evaluated under cross-manipulation setting (where
train and test sets are not from the same manipulation type or database) [12, 19, 37,
38]. Therefore, reported detection performance rates are over-optimistic.
Tackling the unknown emerging face manipulations is still a key challenge [30,
39]. In fact, generalization of detection techniques is crucial in attaining dependable
accuracy in real-life scenarios. It is agreed upon researchers that face manipulation
and detection is well described as a cat and mouse game, where improvements in
one area trigger improvements in the other.
The generalization capabilities of existing detectors are still an open issue that is
difficult to address with today’s (mostly supervised) solutions. An evident example
of this generalization problem was demonstrated by the recent Deepfake Game Competition (DFGC) [40], held in conjunction with the 2021 edition of the International
Joint Conference on Biometrics (IJCB 20215 ). The competition had multiple rounds
of submissions, where participants first designed DeepFake detectors based on the
training data provided by the organizers and then contributed novel DeepFake generation techniques to test the detectors. With most developed detection techniques,
the performance deteriorated quickly with the introduction of novel DeepFakes not
seen during training.
Beyond being able to generalize, it is important that current methods are robust to
possible post-processing steps. In fact, media assets often undergo a number of not
malicious operations, such as compression and resizing [41], that occurs every time
they are uploaded over a social network or made available on a website. Now these
operations tend to weaken the forensic traces and above all cause a misalignment
between training and test data that can make the learning-based detectors not properly work [11]. Similar problems are also seen in other related areas, for example,
Presentation Attack Detection (PAD) [42–45], which despite decades of research,
issues with cross-dataset performance and robustness to unseen attacks is still a major
issue of even the most advanced solutions.

21.3.2 Interpretability
Until now, very few studies have attempted to explore the interpretability and trustworthiness aspects of face manipulation detectors [46]. Many detection methods,
particularly those based on deep neural networks, generally lack explainability owing
to the black box nature of deep learning techniques. The fake detectors presently label
a face sample with a fakeness probability score, occasionally detection confidence
is provided, but little insight about such results is provided beyond simple numerical
scores. It would be more beneficial to describe why a detector predicts a specific face
as real or manipulated. For instance, which face parts are believed to be forged and
where the detector is looking for label prediction [17]. For human, it is vital to comprehend and trust the opinion of a fake detector—however, the human expert operates
5
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at the end of the processing chain and therefore wants to understand the decision. A
numerical score or label not corroborated with decent reasoning and insights cannot
be accepted in some critical applications like journalism or law enforcement, among
others.
Furthermore, it is not easy to characterize the intent of a face manipulation. So
far, learning-based detectors cannot distinguish between malicious and benign processing operations. For example, it is impossible to tell if a change of illumination
was carried out only for the purpose of enhancement or to better fit a swapped face in
a video. In general, characterizing the intent of a manipulation is extremely difficult
and it will become even harder with the spread of deep learning-based methods in
almost all the enhancement operations. In fact, how can a face manipulation detector
realize that GAN content generated for super-resolution is acceptable while GAN
content that modify a face attribution is not? In a world where most of the media are
processed using deep learning-based tools, it is increasingly likely that something
be manipulated, and the key to forensic performance is learning the intent behind a
manipulation. A good forensic detector should be able to single out only malicious
manipulations on faces, by leveraging not only on the single media but looking at
the context and including all other related media and textual information.

21.3.3 Vulnerabilities
State-of-the-art detection methods make heavy use of deep learning, i.e., deep neural network models serve as the most popular backbone. Such approaches can
suffer severely from the adversarial attacks as some recent works suggested [47–
49]. Although real-world fake detectors may cope with various degradations like
video/image noise, compression, etc., they can be vulnerable to adversarial examples with imperceptible additive noises [47, 50]. Prior studies have demonstrated that
detectors based on neural networks are most susceptible to adversarial attacks [51].
Unfortunately, it has been noticed that all existing methods seem to fail against
adversarial attacks, even the accuracy of some fake detectors is reduced to 0% [51].
Beyond adversarial attacks, it is worth observing that every detection algorithm
should take into account the presence of an adversary to fool it. In fact, by relying
on the knowledge of the specific clues exploited by a face manipulation detector,
one can make it not work anymore. For example, if an adversary knows that the
algorithm exploits the presence of the specific GAN fingerprints that characterize
synthetic media, then it would be possible to remove them [30] and also to insert
real fingerprints related to modern digital cameras [52]. Overall, researchers should
be always aware about the two-player nature of this research and design a detector
robust also to possible targeted attacks.
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21.3.4 Human Capabilities
Detecting high-quality face manipulations by humans is already a highly challenging
tasks, especially if the subject is not versed in this area. While researchers working
on face manipulation are still often able to spot giveaways with the current generation
of manipulation techniques, it is expected that this will change in the near future.
Although humans have a limited capability to detect high-quality face manipulations,
they are usually better at detecting manipulation patterns with little prior knowledge.
Thus, they can still be included in the forensic applications’ decision-making. Human
in the loop systems will lead us to a better reliable detection of high-quality face
manipulations. As the quality of digital face manipulation is improving so quickly,
it might not be possible to detect them solely based on human visual inspection
without an in-depth analysis of image characteristics. Two recent studies [53, 54]
have shown that humans cannot reliably distinguish images generated by advanced
GAN technologies from pristine images. The average accuracy turned out to be
around 50% (coin tossing) for untrained observers, increasing to just 60% for trained
observers with unlimited analysis time [54]. In ref. [53], experiments reveal that the
realism of synthetic images even surpasses those of real images (68% for synthetic
images versus 52% for real ones).
Fooling machines, on the other hand, is more challenging as long as examples
of face manipulations are available for supervised training, which does not always
simulate real-life scenarios.

21.3.5 Further Limitations
Standards in the field of face manipulation and detection represent the common rules
for assembling, evaluating, storing, and sharing samples and detectors’ performances.
There are no international standards yet, although some inceptive efforts have been
made toward this [21]. There is a strong need for standardized frameworks, which
should be composed of protocols and tools for manipulation generation and detection, common criteria, and open platforms to transparently analyze systems against
benchmarks. Such standardized frameworks will help operators and consumers of
digital media to generate, evaluate, configure, or compare face manipulation and
detection techniques.

21.4 Face Manipulation and Detection: The Path Forward
21.4.1 Application Areas for Face Manipulation
Face manipulation techniques could mark a milestone in many different application areas in the near future. We summarize next and in Fig. 21.2 some potential
applications:
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Fig. 21.2 Application areas of the face manipulation technology

• Movie industry: it is a simple and cheap way to do animations compared with
traditional computer graphics techniques.6 With some improvements in terms of
quality and resolution, we can foresee that DeepFakes will revolutionize the movie
industry, for example, allowing dead actors to act again and to speak seamlessly
many languages, enhancing expressions, as well as allowing new settings and takes
(e.g., 3D views anytime, without expensive equipment).

6

https://www.youtube.com/watch?v=dHSTWepkp_M&t=76s.
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• Social networks and entertainment: there already exist several startups focusing
on building funny animations from still images using lip sync technology, e.g.,
Avatarify,7 Wombo.ai,8 DeepNostalgia.9
• Privacy protection: face manipulation techniques could conceal certain attributes
of the subject from human observers or automatic techniques. For example, face
de-identification techniques aim to make identity inference from images and video
impossible by altering key facial properties [55, 56], and soft-biometric privacyenhancing techniques [57] try to modify image characteristics to make it difficult to
automatically infer potentially sensitive attribute information from facial images,
e.g., age, gender, or ethnicity. These techniques could be very valuable, among
others, to replace faces of subjects or witnesses who wish to conceal their identity
in fear of prosecution and discrimination.
• e-Commerce: face attribute manipulations could further benefit the retail sector,
for example, through popular applications such as FaceApp.10 Consumers could
use this technology to try on a broad range of products such as cosmetics and
makeup, glasses, or hairstyles in a virtual and user-friendly environment.
• e-Learning: face manipulation techniques could enhance the process of remote
education of children/students in many different scenarios, for example, swapping
teacher’s face with their parents as it is proved that familiarity enhances the rate
of learning. Similarly, videos of historical figures could be generated, allowing
students to learn about the topics in a more interactive way, generating more
appealing learning scenarios.
• e-Health: bring a person to life using face manipulation techniques could be very
valuable for therapeutic purposes, allowing patients to express their feelings and
get over hard situations, e.g., sudden deaths.
• Computer vision: due to the nature of contemporary machine learning models
(which are notoriously data hungry), larger and larger datasets are needed for training and ensuring competitive performance. A common, but questionably practice
established by the computer vision community in recent years, is to address this
demand for data collecting large-scale datasets from the web. However, no consent
is obtained for such collections and the generated datasets are often associated with
privacy concerns. Using synthetic data, generated from images of a small number
of consenting subject and state-of-the-art manipulation techniques, may be a possibility to address the need for the enormous amount of data required by modern
machine learning models and comply with existing data protection regulations,
such as General Data Protection Regulation (GDPR) of the European Union.

7

https://avatarify.ai/.
https://www.wombo.ai/.
9 https://www.myheritage.com/deep-nostalgia.
10 https://www.faceapp.com/.
8
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21.4.2 Promising Approaches
Fake detection technology will continue improving in the coming years. One evidence
is that more and more publications have appeared in the last years in top conferences
such as AAAI, CVPR, and ICCV. However, as the face manipulation technology
will also improve simultaneously, we may still not see highly reliable detectors in
a near future, especially those that can handle unseen face manipulations, which is
currently one of the most challenging limitations of the detectors as discussed in
Sect. 21.3.
Several research directions can be pursued to improve the generalization problem
of current face manipulation detectors:
• We expect to see more interest in one-class learning models, commonly used in
the anomaly and novelty detection literature [58, 59]. Such models learn from real
examples and do not require examples of manipulated data to train fake detectors.
As a result, they are expected to generalize better for the detection of novel (unseen)
face manipulation techniques. Of course, such detection techniques come with
their own set of problems that range from data representation and model design to
learning objectives, among others.
• Online learning is also one promising way to deal with generalization [60]. Unfortunately, current databases are not optimal to conduct online learning research.
Therefore, focusing on making better databases and applying online learning can
be done together to improve face manipulation detection in the future.
• Recent studies suggest that no single feature/characteristic is adequate to build
effective and robust detectors of face manipulations. On the other hand, many
successful real-life machine learning solutions are based on ensemble models
that fuse results from individual types of features or detectors and are calibrated
for stronger collective performance [61, 62]. The most notable example is the
recent fake detectors presented in the DeepFake Detection Challenge [12].
• Similar to the previous point, multimodal approaches, which are able to fuse
multiple detection strategies including artifact analysis, identity-aware detection,
as well as contextual information such as accompanying text, audio, and origin
of data. Multimodal approaches also increase the interpretability and hence the
understanding of the reasoning of deep neural networks [63].
• More recently, identity-aware detection mechanisms have been proposed which
do not learn to detect specific artifacts but rather learn features of a subject [64].
However, such schemes additionally require reference data resulting in a differential detection approach [65, 66].
Apart from the promising fake detection approaches listed above, researchers
working on the topic of face manipulation could incorporate mechanisms that
intentionally include imperceivable elements (watermarks) into the manipulated
images/videos in order to make the detection easier [67, 68]. While such idea does not
address the general problem of detecting face manipulations, it could set the bar for
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adversaries higher and make sharing face manipulation techniques (with legitimate
use cases) with the research community less challenging.
Finally, face manipulation techniques could also improve privacy protection [69].
Research on privacy-enhancing techniques is increasingly looking at formal privacy
schemes, such as k-Anonymity [70, 71] or -differential privacy [72, 73], which
provide formal (mathematically proven) guarantees about the privacy levels ensured.
We expect to see novel algorithms around these concepts in the near future.

21.5 Societal and Legal Aspects of Face Manipulation and
Detection
Face manipulation brings an array of complex legal issues. There is no comprehensive legislation on the use of manipulated images, yet several aspects are already
regulated in various countries. It should hence not surprise that the development of
new manipulation technology and the detection thereof also leads to new issues and
questions from a legal perspective which deserve further research.
If it is used to mislead, manipulated images can cause significant harm to the
individuals they falsely portray. They can cause emotional distress and reputational
damage. The victims of these fake images can try to find relief through torts and
criminal laws. Beyond individuals, these digitally altered images can also affect
society at large. The problem is that viewers are most of the time not aware that these
images are not genuine. In some countries, altered (body) images used for commercial
purposes (such as the fashion industry) need to be labeled. More generally, legislative
proposals in several countries try to tackle the transparency issue by imposing an
obligation to inform users that they interact with AI-generated content (such as
DeepFakes). Besides this aspect, manipulated face images might also be subject to
copyright protection. But only the photographer of the original images can benefit
from it and object to their use without his or her authorization. On the other side, the
subjects might benefit from image, publicity, and privacy rights for the alteration of
their images without their consent. The rules are different from one country to another.
In some jurisdictions, they will be balanced with individuals’ freedom of speech (that
could allow them to alter these images). But not every use of altered face images
is intended to be malicious. Indeed, they can be very beneficial to some industries
(such as entertainment or healthcare as discussed in Sect. 21.4.1). Therefore, it is
very challenging to tackle the complexity of the use of digitally manipulated face
images with a single piece of legislation while technically it would be possible to
apply cryptographic techniques to ensure the integrity and authenticity of image data.
Finally, there is room to investigate the rules applicable to the digital alteration of
the face images for research purposes.
Focusing on face manipulation, one shall keep in mind that in several countries
individuals have a right to “one’s own image”. This implies that individuals are
entitled to control their representation and the reproduction of their images, especially
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face, to the outside world. In an increasingly digitized world, these individuals may
also choose to protect their digital images, for example, to prevent profiling. Detecting
manipulations, based on this right to control your own image by protecting it, should
not have adverse effects for these individuals, unless there is a clear legal rule that
this would be forbidden for legitimate reasons, e.g., on identity documents. The
potential conflict between this specific right to “one’s own image” and other needs,
e.g., of public authorities deserves further discussion and debate, based on researched
arguments.
All new digital technology used in a societal context raises inevitably new questions, also from the legal side. The reasons why digital technologies are often under
close review also by the regulator is that such technologies may change existing
(power) relations and affect prior balances once established, for example, when
investigating crime or when spreading news information.
Once the manipulation technologies are more widely used, for Example, for
spreading fake news over digital platforms, the owners of such platform will face
the need for a delicate exercise of assessing whether and removing any information
was manipulated. This exercise risks to collide with some fundamental principles
in democratic societies, such as the right of freedom of speech, but also the rights
to respect for privacy and data protection. For instance, there are currently several
proposals for the regulation of digital content on platforms, including an EU Commission’s proposal of a Digital Services Act, setting a common set of rules on obligations
for so-called intermediaries offering digital services. These services would include
video messages, which could be manipulated as to the identities of the actors therein,
leading to identity theft or spreading false information.
In case manipulation detection methods are used by public authorities competent
for preventing, investigating, detecting, or prosecuting criminal offences this shall
be done in a lawful and fair manner. While these are broad concepts, case law further
explains how to apply these concepts. Lawfulness refers to the need—in accordance
with the rule of law principle—to adopt adequate, accessible, and foreseeable laws
with sufficient precision and sufficient safeguards whenever the use of the detection
technology, which may be considered as a part of or sub process to, e.g., for face
recognition, could interfere with fundamental rights and freedoms. When used for
forensics, explainability of the algorithms used, also in court, will be high on the
agenda. Fairness points to the need for being transparent about the use of the technology. Furthermore, it is obvious that the use of the detection methods should be
restricted to well-defined legitimate purposes, such as, e.g., preventing illegitimate
migration or detecting identity fraud. From an organizational point, one should also
know that decisions purely and solely based on automated processing, producing
adverse legal effects or significantly effecting subjects, are prohibited, unless authorized by law, and subject to appropriate safeguards, including at least human oversight
and intervention. Again, according technical solutions to assure the authenticity of
data would need to be implemented as a prerequisite.
As argued in Chap. 20, the risk of harming integrity of personal identity and misuse
of it as well as the risk of privacy invasion and function creep represent major issues.
In the case of integrity of subject’s identity, during the identity theft or loss more than
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privacy will be harmed, the subject could be refused access to services, lose control
over their identity, and face damages which are done in their name.
Regarding privacy and function creep, the main issues are related to solutions
where a subject’s data are used without his or her authorisation. In these cases, how
the data is leaked—whether it is from a data leak or insecure service, hackers (adversaries), or vulnerable data systems—is not as important as what the consequences
were [74, 75].
The absence of a unified approach, common regulatory framework, and commonly
accepted practices has resulted in a situation where different initiatives emerge across
countries which share some common elements but also numerous differences that
can lead to challenges related to interoperability. It is recommended to share between
countries next to technical know-how additionally how social and ethical risks have
been and are being managed.
Lastly, it is important to note that face manipulation techniques are also expected
to have positive impact on society and economy. For instance, face manipulation
techniques can help to address privacy issues through privacy-enhancing techniques,
they facilitate the training of machine learning models with synthetic data (without images scrapped from the web), they can help with sustainability by facilitating
virtual fitting rooms for the beauty and fashion industries and drive economic development with (high added value) mobile e-commerce, entertainment, and social media
applications.

21.6 Summary
This concluding chapter has given an overview of different unsolved issues in (and
surrounding) the research field of digital face manipulation and detection. It summarizes the opinions of several distinguished researchers from academia and industry of
different backgrounds, including computer vision, pattern recognition, media forensics as well as social and legal research, regarding the future trends in said field.
Moreover, this chapter has listed various avenues which should be considered in
future research and, thus, serves as good reference point for researchers working in
the area of digital face manipulation and detection.
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